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Abstract: We propose an efficient remote biometric authenticatiorigoa that gives strong protection to the user’s
biometric data in case of two common kinds of security breaclfl) loss or theft of the user’s token (smart
card, handheld device, etc.), giving the attacker full asde any secrets embedded within it; (2) total penetra-
tion of the server. Only if both clierand server are simultaneously compromised is the user’s bitecrdzta
vulnerable to exposure. The protocol works by encryptirgguber’s biometric template in a way that allows
it to be used for authentication without being decrypted itlyee token or server. Further, the encrypted tem-
plate never leaves the token, and only the server has theriafmn that would enable it to be decrypted. We
have implemented our protocol using two iris recognitidimdries and evaluated its performance. The overall
efficiency and recognition performance is essentially traescompared to an unprotected biometric system.

1 INTRODUCTION the user’s biometric data which, if compromised, can
subsequently be used by an attacker to impersonate
the individual to whom it belongs. Unlike passwords,
biometric data cannot be changed, so once compro-
mised, it becomes useless as an authentication factor.
Many techniques exist for extracting data stored

A major problem facing the Internet is “the re-
liance on passwords to authenticate users” (FIDOa,
2014). The drawbacks of passwords have long been

known (Kessler, 1996). Weak passwords are easily on a device’s internal memory, even from so-called
guessed; strong passwords are difficult for users to re-; . N X Y,
tamper-resistant” devices (Anderson and Kuhn,

member and to supply when required. In addition,
username and password data must be somehow pro_1996). One must assume that an attacker who steals

tected when sent over the network and stored on agr o_therwise gai_ns phySiCal possession of the u;er:s
server since once compromised, they are sufficient to. evice also obtam_s the entire contents of the dewqe S
impersonate the legitimate user. mtemal memory, mcludmg any secret keys anq blp-

Combining biometrics with cryptographic authen- metric data stored therein. Therefore, the user’s bio-

tication schemes is an attractive alternative to pass-me'[rIC data must not be stored on the user's device in

word authentication (FIDOb, 2014), an approach sup- 2" form that would allow an attacker to reconstruct

ported by the FIDO (Fast IDentity Online) Alliance, 'ti Similar con5|derr]at|ons ’a%ply to t_hedserver, w.h|crr]1

a non-profit organization formed to promote easier to ?SO meSt prcitectt € users biometric data even in the

use and stronger authentication. FIDO works closely ace of a total compromise.

with dozens of prominent industry partners (e.g.,

Bank of America, Google, Visa, RSA) and strives to

reflect the current needs and expectations of the au-2 OUR CONTRIBUTION

thentication process, from clients and services alike.

In their approach, a secret key, stored on the user’s lo-We propose an efficient remote biometric authentica-

cal device, is used with a challenge-response protocoltion protocol that gives strong protection to the user’s

to authenticate securely to the server. Biometrics are biometric data in case of two common kinds of secu-

used to prevent the local device from being activated rity breaches: a full client compromise or a full server

by any but the legitimate user. However, the user’'s de- compromise. Our scheme also allows the creation

vice stores secret information, which becomes prob- of multiple unlinkable personas in much the same

lematic when the device is compromised. way as with passwords. (See Section 6.3.) Our two-
Especially sensitive in any biometric scheme is factor protocol can be combined with a broad class
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of existing biometric authentication schemes to pro-
tect the privacy of the user’'s biometric data and the
template derived from it. It works with any biometric

as well as helper data to extract a cryptographic key,
with the resulting key validated by verifying its cor-
rectness. While BC offers additional features such as

scheme where the result of feature extraction can bereliable cryptographic key generation, they come at
represented by a binary feature vector, and the match-the cost of performance and complexity. They heav-

ing criterion for two feature vectors is based on their
Hamming distancé.

The user’s device (otoken) stores only an en-
crypted form of the reference biometric template,
which we call theblinded template. This keeps the
biometric data safe even if the token is compromised.
The encryption is performed by computing the XOR
of the biometric template with a randdstinding fac-
tor that is stored only on the server. How this is
accomplished is the heart of our protocol and is de-
scribed in Section 4. Since the blinding factor is ran-
dom and carries no information about the actual bio-
metric template, the biometric data is safe even if the

ily rely on error correction codes, which limits their
recognition performance to the error-correcting capa-
bility of the employed code (Jain et al., 2008; Rathgeb
and Uhl, 2011). Furthermore, to achieve reusabil-
ity and unlinkable personas, BC schemes must be
strengthened by adding auxiliary information, for ex-
ample passwords (Ballard et al., 2008; Nandakumar
et al.,, 2007). This adds to their complexity, limits
user convenience, and in some cases may still be in-
sufficient (Hong et al., 2008).

Other template protection schemes use a transfor-
mation function, either invertible (BioHashing (Jin
et al., 2004)) or non-invertible (cancelable biomet-

server is compromised. Onlyfibth tokenand server rics (Ratha et al., 2001)), and apply it to biometric
are simultaneously compromised is the user’s biomet- data during the enrollment phase. For the authen-
ric data vulnerable to exposure. tication phase, they apply the same transformation
The rest of the paper is structured as follows. Sec- and compare the resulting template against the ref-
tion 3 summarizes other solutions to biometric au- erence template. In case of invertible transforma-
thentication. Section 4 presents our protocol, and Sec-tions, users need to supply, and therefore remember
tion 5 analyzes its security properties. Section 6 dis- or keep secure, a password or a key, which impacts
cusses deployment issues. Section 7 describes a protheir convenience. A compromise of this additional
totype implementation and a performance evaluation information can yield further vulnerabilities (Kong
of our protocol. Section 8 concludes. et al.,, 2006; Lumini and Nanni, 2007). This is in
contrast to our protocol where a compromise of the
user’s token does not expose her biometric data. Inthe
case of non-invertible transformations, the recogni-
tion performance is affected because the matching is
applied to degraded transformed templates (Rathgeb
and Uhl, 2011). However, unlinkable personas can be
achieved (Jain et al., 2008; Nagar, 2012).

3 RELATED WORK

Many biometric authentication protocols offer protec-
tion of biometric data. Unlike our protocol, however,
those protocols frequently protect the biometric data
at the cost of a degraded recognition performance,
higher complexity, or a lack of mechanisms to create
unlinkable personas.

Standard cryptographic solutions for protecting

passwords or other secrets, such as encryption orn this section, we give a description of our protocol.
hashing, are difficult to use for protecting biometric \ve refer the reader to our technical report (Syta et al.,

templates because even if two templates are generateg(15) for interesting extensions of the protocaol.
using two samples of the same biometric characteris-

tic, they are never exactly the same. Homomorphic 41  Enrollment Phase
encryption (Gentry, 2009) and secure two-party com-
putation techniques (Lindell and Pinkas, 2007) offer
good security and privacy guarantees but they nor-
mally come at a high performance cost.

Biometric cryptosystems (BC), such as fuzzy ex-
tractors (Dodis et al., 2008; Dodis et al., 2004), fuzzy
vaults (Juels and Sudan, 2006) and fuzzy commit-
ments (Juels and Wattenberg, 1999), use a templat

4 PROTOCOL DESCRIPTION

The authentication process is performed over a net-
work between an authenticating party (Peggy, the
user) and a verifying party (Victor, the authentication
server), after the user enrolls into the system.

During the enrollment phase, Peggy and Victor
cooperate to create Peggy’s credentials and to estab-
Sish the shared authentication information (the choice

1The Hamming distance between two bit vectors is the Of @ biometric characteristic, a feature extractor that
number of indices in which the two vectors differ. produces a biometric template, an appropriate match-
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ing metric on templates, and an appropriate pseudo-Algorithm 1. Enrollment Phase.

random number generat®). Our protocol assumes 1. Peggy obtains a token. Peggy and Victor agree

the template is described by a Boolean vector, and the  on non-secret authentication information: the bio-

matching metric is a function of the difference be- metric recognition protocol and the choice®f=

tween templates. We assume tiats cryptograph- (m, S 1,9, p,n), wherem defines the length of the

ically secure (Goldreich, 2001) and backtracking re-  seed,Sis the finite set of states of the generator,

sistant (Bellare and Yee, 2003). an initial-state function which maps a seezto
Since our protocol is a two-factor scheme, Peggy a statesy € S, dis the next-state functiom, is the

needs to obtain a token on which to store her blinded  output function, which producesbit values, and

biometric template and the state of the pseudorandom  n s the length of biometric templates.

number generator, as further discussed in Section 6.2.2, Peggy and Victor securely exchange a random
Peggy and Victor also need to obtain a shared se-  seedze {0,1}™.

cretzto be used as the seed f@r The seed needsto 3. Peggy and Victor both initialize their genera@r

be established in a secure manner in order to keep the  to the initial statesp = 1(2). They useG to gen-

sequences of blinding factors secret and the blinded  erate the first random numbey = p(sp) and the

template secure. This can be done in person for face-  next states; = 8(sp) of G.

to-face enrollment, using cryptographic techniques 4. Peggy obtains a biometric templ&gr, computes

such as a key agreement protocol (Goldreich, 2001)  the first blinding factorRy = ro, and creates a

for remote enrollment, or Victor can send the seed to blinded templatély = Pret @ Ry, Whered is the

Peggy over a secure channel. bit-wise exclusive-OR operation. She securely

To continue the enrollment, Peggy and Victor ini-
tialize G using seed. Peggy obtains a biometric sam-

ple using a biometric sensor and generates a references,

templatePs. She then blind® s with the first blind-
ing factorRy = ro generated usin@ to produce the

erases, Pef, Ro, o, andsy. She keepdp and
s on her token.

Victor computes the first blinding fact® = ro.
He securely erasesro, andsy. He retaindg and
s in private storage.

blinded templatély = Pt ® Ro. This process binds
Peggy’s biometric identity to the secret seegstab-
lished with Victor. Victor meanwhile usésto gener-
ate the blinding factoRy, which he stores for future
use. Both Peggy and Victor store the next satef Algorithm 2: Authentication Phase.

G. Finally, Peggy securely erases her raw biometric -7~ pegqy obtains a biometric sample and generates a

To summarize, after the enrollment phase:

e Peggy’s token storek = P @ Ry ands;.
e Victor retainsRy = ro ands;.

data, the unprotected template, the seeréhe first
blinding factorrg, and the first statgy of G. Simi-
larly, Victor securely erases the secradnd the first

fresh biometric templatB.

2. Peggy calculatédf = B ® Tx_1 and send®\ to

Victor.

statesy of G. See Algorithm 1 for details. 3. Peggy uses to computery = p(s¢) ands 1 =

O(s). She then compute§ = Tx_1 @ rx. She
securely replacek_1 on her token withl, ands,

) o with s¢.1, and she securely eradas W, r¢, and
Peggy and Victor run the authentication phase each o from+flwer token. Y “

time Peggy wishes to prove her identity to Victor. At 4 vjctor, upon receivinghk, computes the differ-
the start of phasie Peggy'’s token storé 1 = Pres® ence vectoMy = W @ R¢. He passed to the

; k—1
R«-1 ands while Victor storesR_1 = &7 j andsc. matching algorithm and accepts Peggy’s authenti-
In order to authenticate, Peggy obtains a fresh bio-  ~atjon attempt if the match is sufficiently good.

metric sample and generates a new tempiatizom 5. Ifthe authentication attempt succeeds, Victor uses
it. She then calculates an authentication message G to computey = p(s¢) andsc 1 = 8(s). He then

Wk =R® Tie1 = (Pc® Prer) & Re_1. computesRs = Rc_1 @ rx. He securely replaces

, e . _1 with dsg with [ ,and h
Peggy send¥®\ to Victor for verification. Without Ric1 with Re ands with S In memory, and he

2 . ; ; securely eraseg, ands.
waiting for a response from Victor, she immediately T g tth d of authenticati Ha
updates her token. She uge$o computeay = p(s) 0 summarize, at the end ot authentication priase

andsc,1 = 5(s). She then computes o Peggy’s token storef = Pref & Rc andsi1.
e Victor retainsR = &¥_orj andsc;1.
Tk =Tk 1D Tk =Pref ® R 1D Ik = Pret ® R«

Finally, she securely replacégs 1 with Ty ands, with
Sk.1, and she securely erasék and all other tempo-

4.2 Authentication Phase

rary data from memory. By updating after each au-
thentication, successful or not, she ensures that the
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same blinding factor is never used more than ohce.  blind the template stored on the token.

Upon receivingW from Peggy, Victor removes We refer the reader to our technical report (Syta
the blinding factoR¢_1 to obtain the difference vec- et al., 2015) for a fuller security analysis, including a
tor Vk = Pk @ Pes. He applies the matching metric  discussion on a leakage of information from template
of the chosen biometric system ¥ in order to de- differences and suggested solutions.
cide whether or not to accept Peggy’s authentication
attempt. If valid, he updates his stored information. 51 Assumptions
Using G, he computesy = p(sk) and sc1 = 0().

He then compute® = R« 1 ®r¢. Finally, he se-
curely replacesx 1 with R¢ and s with s, 1, and

he securely erases all temporary data from memory.
See Algorithm 2 for details.

A legitimate authentication attempt might fail for
many reasons, for example, because Peggy’s messag
never reaches Victor, or because of poor feature ex-
traction by Peggy, or because of Victor's not stor-

ing the updated blinding factor before going offline, In an attack on Peggy, Mallory takes possession

or becattj)se of in(tjentional maIiciour? authentication at(—j of Peggy's token and obtains access to all of the data
templeaRiadd goversary. |r_1 N o Peggy 89stored on it. Peggy detects the attack since her to-
vances her generator but Victor does not. This will ken is physically gone. Nevertheless, our protocol

leave Victor unable to unblind Peggy’s future Mes- 5 antees that Peggy’s biometric data remains secret
sages and fequire resynchromz_mg the generators O3nd Mallory-cannot impersonate Peggy to Victor. In
continue. Peggy_ up_dates ner blinded temp‘ﬁt_ﬁf' an attack on Victor, Mallory compromises Victor and
ter each authentication attempt (hence, she will nevergains access to all of his data. Victor does not nec-
be behind) and Victor does so only after a successful )

hentication (h h I h To d essarily detect the intrusion. He continues processing
aut Qntlca'uon( ence, he can always catc up). To Qauthentication requests, and Mallory sees everything
so, Victor searches forward in the sequence produce

hat h th . Inthi , P 's bio-
by G for some limited predefined distance looking for L T1appens On e Server. n this case, Feggy's vio

- metric data still remains secret, but Mallory can easily
gbh_ndmg factorRk, that leads to asucgess_ful authen- impersonate Peggy to Victor. This can be prevented
tication using Peggy’s current authentication messageby using digital signatures (Syta et al., 2015).

W. After finding the correct value dk, both gener- We assume that all communicatié)n occurs over
ators will again be in sync. Such a scheme is called a

. Co . an unsecured channel, so afterauthentication at-
rolling code and is widely used in keyless entry sys- o nts Mallory knows the authentication messages
tems (Waraksa et al., 1995).

Wi,..., W, which are blinded differences between
pairs of biometric templates. Thus, Mallory has the
following information.

Peggy and Victor interact over a network, possibly
in the presence of a computationally bounded adver-
sary (Mallory, the malicious adversary). In addition to
eavesdropping on all communication between Peggy
and Victor, we assume that Mallory can talk directly
fo Victor in an attempt to impersonate Peggy. In ad-
dition, Mallory might actively attack either Peggy or
Victor but not both.

5 SECURITY PROPERTIES
Wi=Pi®&Tp =Pi1®PeEro

Wo=P,®Ty =Po®PRet®ro®ry

Our main goal and concern is the security of biomet-
g y We=P3@ Ty, =P3@PRe@rodridra

ric data, not only under normal use of the protocol, but
also in case of complete compromise of either Peggy’s o o
token or Victor's entire internal state. In addition, We=Pc® 1 =A@ Prer @0+ S
our protocol prevents an attacker who compromises  Fyrthermore, we assume that the sensor Peggy
Peggy'’s token from impersonating her to Victor. uses to obtain biometric samples does not directly re-
We note that if an attacker compromises both yea| her biometric data to Mallory, prior to his pos-
Peggy and Victor, then Peggy’s biometric template is sjhle compromise of Peggy’s token. We also assume
easily obtained. Peggy’s token contains her blinded that Peggy does not use her token after it has been
template; Victor has the b||nd|ng factor. It is needed Compromised' S|m||ar|y’ we assume that the com-
to unblind the difference vector, but it will also un-  munication channel between the sensor and the to-
ken is trusted. The security of our protocol depends

This prevents an attacker from obtaining useful infor critically on the pseudorandom number gener&or

mation from differencing two authentication messagés

andW,. If they both used the same blinding fact®y Whi_‘:h we assume is cryptographically secure (Gol-
the blinding factor would cancel out, and an attacker could dreich, 2001) (the sequence of outputs are compu-
compute aW; = (RaT)® (PjeT) =R a&P;. tationally indistinguishable from a similar sequence
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of truly random numbers) and backtracking resis-
tant (Bellare and Yee, 2003) (it is not feasible to run
G backwards from a given state to recover previously-

generated values). We also assume that the secret seeg 3

zand the unprotected templdgs are securely erased
after enrollment and are not available to Mallory.

5.2 Security of Biometric Templates

Mallory Compromises Victor. We assume that
Mallory can compromise Victor at any time and re-
main undetected. If she compromises him at plkase
she learns the current blinding factex and the next
state of the generateg, 1. This enables her to com-
pute the future random numberg, 1,ry.2,... and
the future blinding factor$.1,R«.2,.... Clearly,
she learns the most by compromising Victor at the
very beginning, in which case she recovers the ex-
act same information that Victor receives from Peggy.
From this, she can learn all of the difference vectors,
V1,Vo,.... The usefulness of the difference vectors
depends on the underlying feature extractor. Ideally,

Private Eyes: Secure Remote Biometric Authentication

the token contains her unprotected biometric template
as well as data from both stage- 1 and stagé.

I mper sonation

Mallory Compromises Victor. As before, when
Mallory compromises Victor, she geR and s, 1.

R is the blinding factor needed to unblind the next
authentication message. Therefore, Mallory might be
able to prepare a fake messagjeso that verification
will succeed from Victor’s point of view. See (Syta
et al., 2015) for a practical defense against this attack.

Mallory Compromises Peggy. As before, when
Mallory compromises Peggy, she gdisand s 1.

We argued in Section 5.2 that her compromise of
Peggy’s token does not give her any information about
Pref Or R¢. Hence, she gets no information that would
allow her to impersonate Peggy.

we want a feature extractor that produces templates6 USAGE CONSIDERATIONS

on repeated scans of the same biometric that lead to

small false rejection rates. When the match function

is based on the Hamming distance between two tem-

plates, small false rejection rates imply that most dif-
ference vectors approximate the zero vector. Hence
Mallory only learns vectors in the neighborhood of 0.

In any case, we can say that Mallory has no other in-
formation about the template since Peggy sends notl
ing else besides the blinded difference vectors.

Mallory Compromises Peggy. When Mallory ob-

This section discusses biometrics suitable for our pro-
tocol, tokens as well as creating personas.

'6.1 Suitable Biometrics

h.In practice, fingerprints, face geometry, and iris pat-

terns have been popular choices for biometric systems
as they can be obtained easily and non-intrusively us-
ing a simple camera. Fingerprints tend to be prone to
spoofing, however, and the accuracy of facial recog-

tains access to Peggy’s token, she learns the currenhition may be impacted by pose, expression, or light-

blinded reference template
Tk=POro®ri®---ore-1®rk

and the next state of the generaspri. This new in-
formation is in addition to all authentication messages
Wi, ..., W sent up to that point which we assume she
already knew.

Tk looks random to Mallory because of the blind-
ing factorrg, which she does not know. It was se-
curely erased from the token whdp was updated,

ing (Jain et al., 2008). An iris, on the other hand,
exhibits many highly desirable properties. Its pattern
varies greatly among different people, even identical
twins, and persists over a lifetime. Iris-based sys-
tems have been widely deployed by many organiza-
tions including British Telecom, Panasonic, LG and
IBM Schiphol Group (Daugman, 2002).
For these reasons, we chose to use an iris-based

template for our implementation, described in Sec-
tion 7. These templates typically consist of 2048 bits

and it was never included in any of the messages sentto represent the iris pattern with any bit equally likely

Additionally, rx cannot be recovered using the stored
statesc;1 of G andrg,...,rg_1 (assuming they are
known) sinceG is backtracking resistant and crypto-
graphically secure. Thus, Mallory cannot obtain any
information about the blinding fact®, so neithefly

nor s, 1 give Mallory any information abouR .

to be either 1 or 0. On average half of all the bits will
disagree between the templates of two different peo-
ple. A study (Daugman, 2002) based on 9.1 million
comparisons between different pairings of iris images
concluded that it is extremely improbable that two dif-
ferent irises might disagree in fewer than a third of all

We assume that Peggy’s token is not compromised bits, so a difference score less than 0.32 statistically

at the moment she is using it, since for a brief interval,

guarantees a positive match.
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Our current protocol assumes binary biometric and successfully track his activities performed using
templates, which are suitable for all iris-based tem- the same biometric credentials or credentials based on
plates, however, a binarization technique (Rane et al.,the same biometric features.

2010) can convert other types of templates into a bi- In our protocol, credentials are based on a user’s
nary vector and make it usable in our protocol but unprotected biometric template but with respect to the
likely trading off some recognition performance. blinding factors known to the verifying party. Hence,

a user can create multiple, fully independent personas.
6.2 Enrollment Process and Tokens Each persona is based on the same biometric data but
on a different secret shared with a verifying party so
a persona represents a user’s unique identity as seen
by the verifying party. Users can create different per-
sonas to deal with multiple verifying parties, or use
personas for different transactions with the same ver-
ifying party. This creates a separation amdinkabil-
ity of biometric identities and transactions performed
using those identities. The user must perform the en-
rollment process once for each persona, choosing a
new secret for each. Policies and procedures con-
trolling the enroliment process would determine how
many and what types of personas a user may acquire.

The main drawback of possession-based authentica
tion is the need to obtain and manage tokens. Ed-
die, an enrolling agent, can be responsible for issu-
ing tokens and performing the enrollment phase, en-
suring a successful bond between a token and a bio-
metric identity. Depending on the application-specific
security requirements, Eddie can be an independent,
trusted enrollment center, Victor can assume Eddie’s
role, or Eddie’s role can be delegated to users. In the
first scenario, Eddie’s services can be offered by an
organization such as VeriSign (VeriSign, 2012). This
approach would provide a good way to issue and man-
age a variety of tokens. VeriSign already provides
similar services and issues security credentials (VIP 7 EVALUATION
Security Token or Card).

There are two different approaches to utilizing to- We evaluated our prototype implementation to ob-
kens depending on the token’s ability to obtain bio- serve the performance characteristics of our protocol

metric samples_. Using a token with a built-in sensor in comparison to using unprotected templates.
removes security concerns related to the sensor and

the communication channel between the token and the7_1 | mplementation Details
sensor. Mobile devices are an obvious choice for such
tokens; they are equipped with a high resolution cam-
era capable of capturing images suitable for authen-

t'Cat'?.n using se]yer_all biometric cha_rgctensncs 3u9h cryptographic libraries. For feature extraction, we
as a fingerprint, facial geometry, or iIris pattern (Jain have employed two different iris recognition libraries:
etal., 2011). A token without a sensor is only used to Project Iris (Boyd et al., 2010) and Libor Masek’s

store authentication information and to perform com- Iris Recognition (Masek and Kovesi, 2003), both of

pgta_nonst.)_lt must be palrled Yl_vt;th an elxternal sgnlsor tlo which utilize John Daugman’s approach (Daugman,
obtain a biometric sample. This implies certain leve 2002) to produce an iris template. In evaluation fig-

OL trustltgattv\fhe st%nstorkls notdcomprom|sed and;he ures, we denote the different libraries by their imple-
channelbetween € token and SENSor s SECUre. HOWr, antation language: Project Iris as C++ and Masek’s

ever, such tokens are inexpensive and make it possiblqibrary as Octave. We used the CASIA Iris Image

to utilize virtually any biometric characteristic. Smart Database (Institute of Automation, Chinese Academy

cards are a _good choice for such_tok_ens. They haveof Sciences CASIA, 2012) as input into our system.
been extensively used for authentication as they offer = v\ <o 4 Diffie-Hellman Key Agreement (Goldre-

enough computational power and are relatively cheap,ich' 2001) to agree on a common key. We then use

small, and convenient to use (Smart, 2011). the agreed on key to seed a provably secure Blum-
Blum-Shub generator (Blum et al., 1986) (PRBG).
6.3 Personas We used a SQLite database to store enrollment infor-
mation. We set a minimal difference score of 0.32
Many biometric authentication protocols create user’s to ensure a low probability of a false match (1 in
authentication credentials directly based on a biomet- 26 million) (Daugman, 2002). In their evaluations,
ric template. As a result, if a user chooses to enroll Masek’s scheme uses a modified Hamming distance
with multiple verifying parties using the same biomet- scheme that depends on a comparison between two
rics, then these verifying parties can identify the user unencrypted templates. Our system encrypts the tem-

We have implemented our biometric authentication
system in C++ using the Qt framework and Crypto++
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Figure 1: CPU time for enrollment.

plates, therefore, the traditional Hamming distance is
more suitable. We analyzed the behavior of these li- Figure 2: CPU time for authentication.
braries to determine their recognition performance,
usefulness and potential overheads in our scheme. We/.2  System Perfor mance
reported the results in (Syta et al., 2015).
The two feature extractionlibraries we employ use To evaluate the enroliment phase, we created a client
a technigue to further boost the recognition perfor- (Peggy) for each image in the CASIA database ver-
mance. A single template may need to be rotated upsion 1 and used a single server (Victor). Clients, in no
to 8 in both directions to achieve better results. In particular order, enrolled one after another. The en-
an unprotected biometric system, the server can ma-rollment occurred within the same process, as a result
nipulate the template itself because it gets full accessthe evaluation focuses on data processing and mes-
to the client’s biometric template. In our system, we sage serialization, i.e., CPU time. Figure 1 indepen-
preprocess templates to produce these rotations andlently plots the time for the client and server compo-
store the resulting blinded templates on the client's nents of enroliment.
side. We do so because the server never gets accessto The clients enroliment time includes both the ini-
unprotected biometric data and therefore cannot ma-tial enrollment request and the subsequent processing
nipulate the templates itself. Then, during authenti- for a successful enroliment, both represented as a sin-
cation, the client uses all of the saved templates asgle, summed value. Both client and server enrollment
input to the protocol and forwards the result to the times complete well within 160 ms on average and
server. Therefore, our protocol preserves the samewithin 300 ms together in even the worst-case sce-
recognition performance as schemes employing this nario. The client enrollment time is negligibly larger
recognition-enhancing technique. than the server enrollment time. The major factor
All CASIA database images have been converted in performance appears to be the size of the stored
to gray scale images. CASIA database version 1 con-template(s) and the need to generate an appropriate
tains 108 individuals with 7 images each. Project amount of random blinding factors. While Octave,
Iris only supports version 1 of the CASIA database, Masek’s library, uses 17 9600-bit templates with 17
in which images have been preprocessed by replac-masks resulting in 40.8 KBs of PRNG work, C++,
ing the pupils with a black (constant intensity) cir- Project Iris, uses only 8.7 KBs.
cle. Masek’s iris recognition library handles CASIA To evaluate authentication time, we had each im-
database version 2, however, had trouble parsing ap-age in the database tested against every client for a to-
proximately 4% of the images, though had no issue tal of 571,536 authentication attempts or 756 attempts
in database version 1. The libraries also differ in the per client. We separated the results, in Figure 2,
resolution of their extracted features. While Project into valid and invalid client and server authentica-
Iris extracts a 2048-bit template like Daugman (Daug- tions, those that our system processed, and compared
man, 2002), Masek extracts a 9600-bit template. them against the time a traditional template compari-
son would take. Authentications complete on the or-
ders of 10s of milliseconds, which we find reason-
able, especially given to the average round trip delay
between machines across the Internet.
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8 CONCLUSIONS

Protecting sensitive biometric data is crucially im-

portant for remote biometric authentication, because | it
once compromised, the biometric data becomes no

longer useful for distinguishing between its legitimate
owner and anyone else who possess a copy.

We present a new method for adding strong bio-

metric data protection to a wide class of existing bio-

Hong, S., Jeon, W., Kim, S., Won, D., and Park, C. (2008).

The vulnerabilities analysis of fuzzy vault using pass-

word. Inlnternational Conference on Future Genera-

tion Communication and Networking.

ute of Automation, Chinese Academy of Sci-

ences CASIA (2012). Iris image databases.

http://www.cbsr.ia.ac.cn/english/IrisDatabase.asp.

Jain, A., Ross, A., and Nandakumar, K. (2011)troduc-
tion to Biometrics. Springer.

Jain, A. K., Nandakumar, K., and Nagar, A. (2008). Bio-
metric template securitURASP J. Adv. Sgnal Pro-

metric authentication protocols, making them an at-
tractive alternative to password authentication. In par- ji, A Ling, D., and Goh, A. (2004). Biohashing: two

ticular, biometric data is never stored on the server, factor authentication featuring fingerprint data and to-
only on the user’s token, and then only in encrypted kenised random numbePattern Recognition.

form. The token itself requires no secure storage; the Juels, A. and Sudan, M. (2006). A fuzzy vault scheme.

biometric data cannot be recovered even if an attacker
has full and complete access to everything stored on
the token. A lost token also cannot be used to imper-

sonate its owner.
Our method is computationally efficient and has

the same recognition performance as the underlying

Designs, Codes and Cryptography.

Juels, A. and Wattenberg, M. (1999). A fuzzy commitment
scheme. IPACM Conference on Computer and Com-
munications Security.

Kessler, S C. (1996). Passwords
- strengths and weaknesses.
http://www.garykessler.net/library/password.html.

feature extraction scheme. It also allows the creation Kong, A., Cheung, K.-H., Zhang, D., Kamel, M., and You,

of independent personas provide enhanced privacy of

users’ actions across different verifying parties.
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