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Abstract:

Quality demands on current and future software systems need to address diverse quality characteristics

considered important for the diversity of stakeholders. Dealing with software quality may require achieving
a balance between relevant quality characteristics. Current literature shows that software organizations
barely handle them. However, the lack of management of these interactions may be a causal factor in failed
projects. In this paper, we present a process for monitoring interactions between quality requirements based
on an interaction model of quality characteristics. This process is part of the SQIMF framework and
supports the identification and characterization of the interactions between quality requirements. An
exploratory case study was conducted in order to understand the factors that could influence the interactions

that occur.

1 INTRODUCTION

In order to attain the expected quality in current
software  products and  systems, software
organizations should consider both the means used
to provide a solution and the stakeholders’ quality
needs (Chung et al., 2000). The resulting quality
requirements may constraints the design and
implementation alternatives (Ameller et al., 2013).
Dealing with quality requirements is a challenge,
signifying that appropriate methods with which to
support quality requirements throughout all the
stages of the software development life cycle are
needed, including approaches to deal with
interactions between them (Ameller et al., 2013;
Chen et al., 2013).

A particular issue  concerning  quality
requirements that has arisen is how to deal with
interactions between them and how to carry out the
tradeoffs needed to establish appropriate target
values (Loucopoulos et al., 2013). Before a trade-off
study can be performed, interactions between the
quality requirements under study should be
characterized. Interactions have been described as
situations in which the satisfaction of one
requirement may affect the satisfaction of another
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(Robinson et al., 2003). For example, negative
interactions  between usability and security
requirements could arise in software when
implemented security components do not take into
consideration either task scenarios or user skills in
an operational environment. Interactions can be
recognized by comparing requirements descriptions
or analyzing their respective implementation
(Robinson et al., 2003). In the quality requirements
area, overlooking interactions is considered to be a
causal factor in the failure of some projects (Boehm
and In, 1996; Mairiza et al., 2010; Thakurta, 2013;
Theofanos and Pfleeger, 2011). The lack of
management of interactions between quality
requirements can therefore increase software
development costs, and could decrease stakeholder
satisfaction (Chen et al., 2013; Dahlstedt and
Persson, 2005).

Empirical studies on dealing with quality
requirements interactions have shown that this issue
is barely addressed in current industrial practices
(Berntsson Svensson et al., 2012; Phillips et al.,
2012). Although several methods with which to
resolve conflicting interactions have been proposed
(Barney et al., 2012), they are focused on supporting
specific ~ goals within a specific process
such as those described in ISO/IEC 12207
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Figure 1: SQIMF framework.
(Garcia-Mireles et al., 2014). Software organizations Table 1: Definition of some quality-related terms.
peed. appropriate process support if .they are to Torm Definition
1den‘F1fy and .resolve conﬂ{ctlng interactions between Quality A requirement that a quality attribute which
quality requirements during all the stages of the requirement - is present in software (ISO, 2010)
software development life cycle. Quality Category of software quality attributes that
One holistic approach that is considered useful as characteristic have a bearing on software quality (ISO,
regards improving software product quality is based 2010)
on the software process (Aaen et al., 2001). In order Quality Defined set of characteristics, and the
to establish a link between quality requirements and model relationships between them, that provides a
process reference models, a product quality model, framework in which to specify quality
such as ISO/IEC 9126 (ISO, 2001) or ISO/IEC fequirements and evauate quality (150,
. RS . )
25010 (ISO, 2010), is necessary to identify practices Target A description of relevant  quality
with which to enhance software product quality. quality goals characteristics and their respective expected
Current software process models are described at a values that an organization is attempting to
high level of abstraction in order to support different attain in a software product
kinds of software processes and they refer to quality Interaction A matrix-based description of interactions
attributes or quality characteristics (relevant quality model between quality characteristics that shows
terms used in this paper are depicted in Table 1). the influences of one quality characteristic

However, traditional process reference models, such on the others

as ISO/IEC 12207 (ISO, 2008) and CMMI (CMMI, Attribute Inherent property or characteristic of an

. . entity that can be  distinguished
2010), lack the appropriate practices needed to quantitatively or qualitatively by humans or

adfiress product quality charactgristics (Ggrcig- by automated means (ISO, 25010)
Mireles et al., 2012). Product quality evaluation in T
SPI initiatives barely addresses product quality as In an effort to support software organizations that
described in product quality models wish to deal with interactions between software
(Unterkalmsteiner et al., 2012). quality characteristics, in a previous paper we

proposed a process framework, called the Software
Quality Interaction Management Framework
(SQIMF), which can be used to manage interactions
between quality characteristics (Garcia-Mireles et
al., 2013c). This framework describes only the
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Figure 2: Activity diagram used to monitor product quality requirements process.

purpose and main outcomes of five suggested
processes (Figure 1). Our goal in this paper is
therefore to present the process employed to monitor
interactions between quality requirements and the
approach used to identify interactions between
quality characteristics (P4 process in Figure 1). An
exploratory case study was conducted in order to
validate the activity needed to identify interactions
between quality characteristics.

This paper is organized as follows: Section 2
describes some of the approaches with which to
manage interactions between quality
attributes/requirements/characteristics and presents
an overview of the SQIMF framework. Section 3
provides a description of the process used to monitor
interactions. Section 4 shows the case study design
and the main outcomes obtained. Section 5
establishes the main findings of the exploratory case
study and discusses threats to validity. Finally,
Section 6 sets out our conclusions and discusses
future work.

2 RELATED WORK

The software requirements field has actively studied
interactions between requirements, which occur
when one requirement places constraints on the
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design or coding options (Dahlstedt and Persson,
2005). The methods used to deal with interactions
between requirements can be categorized as
prioritization and negotiation approaches (Lehtola et
al., 2004). Specific methods with which to deal with
product quality requirements have also been
suggested.

Several methods have been proposed to deal with
product quality tradeoffs (Barney et al., 2012),
which were reviewed in order to identify the target
processes involved and the aims of each method. As
a result, the methods reviewed were categorized as
negotiation or prioritization approaches and the
requirements needed to implement them were
identified (Garcia-Mireles et al., 2014).

Some methods are based on modelling
approaches, such as the Non-Functional
Requirements Framework (Chung et al.,, 2000)
whose authors propose the Softgoal Interaction
Graph in order to understand the effect of both
quality goals and implementation means in product
quality. Others propose quality tools and a software
life cycle to deal with stakeholder quality needs in
order to achieve a balance between quality
characteristics (Boehm and In, 1996). Models based
on ontologies are also proposed to identify potential
interactions between quality characteristics (Al
Balushi et al., 2013; Mairiza and Zowghi, 2010).

Addressing product quality characteristics in a
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software project should consider appropriate
practices that must be introduced into software
process (Allen et al., 2006). Current process models
lack systematic approaches with which to integrate
methods that support product quality (Chiam et al.,
2013). Software process literature pays little
attention to product quality characteristics
(Unterkalmsteiner et al., 2012). Indeed, Chiam et al.
(2013) argued that there are no systematic
approaches that can be used to represent and
integrate methods that support product quality
attributes within the current software process
models. As the result of considering the
aforementioned facts, in a previous work we
presented the SQIMF framework whose objective is
to  manage interactions  between  quality
characteristics (Garcia-Mireles et al., 2013c).

The main goal of SQIMF is to manage
interactions between quality characteristics which
occur during software development and to provide
support as regards enhancing a product quality
characteristic based on process models or standards
(Garcia-Mireles et al., 2013c). The framework relies
on a repository of tailored product quality models
focused on usability, maintainability, and security
(Figure 1). It also contains interaction models which
describe the type of relationships that exist between
quality characteristics. The initial content of these
models (matrices) is based on a review of
interactions between quality characteristics (Garcia-
Mireles et al., 2013a).

In order to provide the enhancement of a product
quality characteristic with support, the SQIMF
framework includes a set of methods whose
objective is to carry out mappings between process
models oriented toward a specific quality
characteristic and generic process models. An
example of the mapping of usability practices with
ISO/TEC 12207 is presented in (Garcia-Mireles et
al., 2013b). The resulting process models can be
used in software process improvement initiatives to
enhance software product quality.

The process framework is composed of several
processes, which can be implemented at both
organizational and project level. At project level the
processes address how to tailor product quality
models and how to select appropriate quality goals
and values. At project level, the processes describe
how to keep the development team informed about
product quality concepts, monitoring product quality
requirements and resolving negative interactions
through a trade-off study.

The processes in the SQIMF framework are
presented at a high level of abstraction in Garcia-

Mireles et al. (2013c). This paper therefore describes
the main components of the process used to identify
and characterize interactions between quality
requirements, denominated as monitoring product
quality requirements.

3 PROCESS FOR MONITORING
INTERACTION BETWEEN
QUALITY REQUIREMENTS

The process is described with the SPEM 2.0 notation
(OMG, 2008) and is also modelled in the EPF
composer version 1.5 (https://eclipse.org/epf/) in
order to ensure that the documentation is generated
in a standard format. The purpose of the monitoring
quality requirements process is to identify potential
conflicts between quality requirements. The process
relies on the quality interaction model which
provides information about the potential interactions
between . quality = characteristics. . Conflicting
interactions may appear when quality requirements
interact with each other, particularly when they
cannot achieve the expected quality values.
Whatever the cause of issues between quality
requirements, the interaction profile should be
described for further analysis. As outcomes of the
process, the quality requirements are redefined if
this is necessary, the interaction model is updated
with new interactions profiles and the report
concerning the issues that have arisen is created. The
report can support the update of product quality
goals and further analysis to improve product quality
goals. The activity diagram of this process is shown
in Figure 2.

3.1 Process Objectives

The following objectives can be attained using the
monitoring quality requirements process:

e A review of the consistency of quality
requirements with target quality values.

e A verification of the potential interactions
between quality requirements by means of the
quality characteristics.

e An update of the appropriate interaction model
using the interactions discovered.

3.2 Inputs and Outputs
The work products required in this process are:

product quality requirements and related product
components, a tailored product quality model, target
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product quality goals, and an interaction model. The
output artefacts are: a prioritized list of quality
requirements, an interaction profile and a summative
report containing the interactions found.

3.3 Roles

The roles participating in this process are presented
in Table 2.

Table 2: Roles participating in the process.

Role name  Description
Product A group of participants who have a
Quality Team diversity of quality interests in a particular

(PQT) software product. They can describe
quality goals and apply appropriate
methods to introduce and assess product
quality

Product A participant who has the knowledge

Quality needed to adapt a product quality model in

Expert (PQE) the context of organizational needs
Requirements A participant responsible for eliciting,

Engineer analyzing, specifying and  validating

(RE) requirements who can also categorize
quality requirements using a product
quality model

Reviewer (R) A role responsible for detecting potential
interactions between categorized quality
requirements which can also create an
interaction profile when a negative
interaction is discovered

3.4 Activities

The process used to monitor product quality
requirements consists of three main activities:
classify quality requirements, check potential
interaction between quality requirements and review
incidents. The first two activities can be performed
during the review points in an iterative development
life-cycle, while it is suggested that the last activity
be executed when the project is at the closing stage.

Al. Classify Quality Requirements Activity.
The requirements engineer reviews the product
quality requirements in order to classify them using
a tailored product quality model. This activity can
also be performed when product requirements are
changed.

A2. Check Potential Interactions between
Quality Requirements Activity. Once the quality
requirements have been categorized, the categories
identified are used to verify potential interactions
between quality requirements in the context of a
particular product component. If interactions are
discovered in the comparison process, an interaction
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profile should be written to describe its
characteristics.

A3. Review Incidents. The interaction profiles
are analyzed in order to identify any problems in the
software project, quality means, or interaction model
that need to be updated. The review report is stored
in the knowledge base. The basis employed to
update the tailored product quality model and the
target product quality goals document is the

interaction between quality requirements report.

Table 3: Terms related to contextual factors.

Term Description
Contextual An aspect from the environment that
factor influences either the way in which software is

developed or the resulting software product
Contextual A coherent set of contextual factors

facet
Product This includes contextual factors such as
facet maturity, quality, — size, system type,

customization and programming language
(Petersen and Wohlin, 2009).
Process This describes the work-flow of the

facet development. It includes activities, work-
flows, and artifacts (Petersen and Wohlin,
2009)

People This includes aspects related to project

facet participants’ skills and experience in addition
to the assigned (project/organization)

positions’ jobs and roles
Organiza- This includes the organizational structure,
tional facet organizational  unit, certification, and
distribution (Petersen and Wohlin, 2009)
Market This  represents the customers and
facet competitors. The market facet includes
number of customers, market segments,
strategy and constraints (Petersen and
Wohlin, 2009)

4 EXPLORATORY CASE STUDY

4.1 Case Study Design

An exploratory case study was carried out with the
aim of understanding how interactions between
quality characteristics are identified, including those
factors considered relevant to characterize negative
interactions. One small Spanish software company
that had been certified as a testing laboratory with
standard ISO/IEC 17025 participated in this study.
Two people from this company participated in the
interviews.

This firm was selected opportunistically on the
basis of existing academic-industry relationships.
The company provides consultancy and support for



Identifying Quality Characteristic Interactions during Software Development

process assessment in the ISO/IEC 15504 in addition
to assessing product quality based on ISO/IEC
25010. The company’s profile is thus appropriate as
regards researching the interactions between quality
requirements.

The case study consisted of two phases. The
principal goal of the first phase was to identify a list
of potential contextual factors that could have
influenced the interactions that occurred between
quality requirements. A list of factors was extracted
from interactions between requirements described by
Robinson et al. (2003) in addition to context facets
(Petersen and Wohlin, 2009). The former reference
provided factors to take into account when
characterizing an interaction, while the latter
reference provided factors that could be used to
describe the facets of product, process, market,
organizational and people. The contextual facets and
factors are described in Table 3.

The list of factors allowed a template to be built
in order to support the definition of the interaction
profile. The template was used as a guideline for the
semi-structured interviews. This template was
checked by two researchers prior to its usage. Only
minor details regarding the characterization of the
interaction profile were found, and these were
remedied by adding an appropriate explanation.

The two participants, a directive manager and a
quality leader from the company under study, were
informed of the aims of this inquiry. As a result,
they agreed to the audio recording of the interview
sessions and to filling in questionnaires and
templates. Each interviewee had more than four
years of experience in assessing software quality
from the process and product perspective. The
information provided is principally based on their
experience as regards assessing software products.

During the interview sessions, several notes were
taken as regards the guidelines used. These notes
were verified with audio files. In addition, the type
of interactions identified by both participants was
explored in order to establish appropriate evidence
for this research. Data collection thus relied on the
interviewer’s notes, audio files and the two
participants’ responses. The analysis of these
sources allowed the triangulation of evidence with
regard to the interactions identified by both
participants and the contextual factors identified as
being relevant.

In the second phase, a study of the monitoring
quality requirements process was conducted (Figure
2). Since the process is designed to support the
monitoring of quality requirements during a
software project, it can be applied at different stages

of the software product lifecycle. The exploratory
case study was focused on the second activity, called
A2. Check potential interaction between quality
characteristics.

The second phase was conducted a week after
the first phase. The goal was to determine the
feasibility of implementing this process in a software
organization. The instruments used to test the
monitoring process were elaborated on the basis of
the result of the first phase. This activity included
the development of a guide explaining the purpose
of the process, input and output products, activities
and tasks to carry out and how to fill in the
interaction profile template. A questionnaire was
also elaborated in order to obtain information
regarding the feasibility of using the process in an
industrial setting.

4.2 Interviews Results

The interviewees found that it was relevant to deal
with interactions between quality characteristics. At
the time of the interview, this company was starting
a new web-based project with the objective of
supporting an organization whose main goal is
providing visually impaired persons with web
information content. Since they were defining the
main features for this web-tool, the analysis of
interactions between quality characteristics was
focused on this project.

The interaction profile identifies the elements
that participate in an interaction. For instance, for
security and usability quality characteristics, the
reviewer role found relevant interactions between
quality sub-characteristics as depicted in Table 4.

Negative interactions, labelled with (-) are
considered in the authenticity — operability and

authenticity — accessibility pairs. The positive
interaction labelled with (+) corresponds to the
availability — wuser error protection pair. The

remaining pairs are assessed with the label (O) since
the interviewee did not find evidence to categorize
them. The following paragraphs describe how the
contextual facets contribute toward characterizing
the negative interactions.

In the product facet, the product is in its
conception stage in which the usability of the web
application is the main quality characteristic under
study. The organization plans to develop the product
from scratch using traditional web technologies (e.g.
HTML) but needs to reach an agreement with the
customer as regards other programming language
requirements. One of the main issues to be
considered in the project is the screen sizes and the
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Table 4: Interaction model filled in by an interviewee.
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interaction mechanisms to be used (such as buttons).
At software level, they are not considering special
libraries to enhance the interaction of these kinds of
users.

Upon considering the information regarding the
process facet, one interviewee pointed out that the
review activities, mainly after an increment is
delivered, allow the occurrence of interactions
between quality characteristics to be checked. An
executable version of the web tool and the
interactions with a potential user would be
particularly useful to provide information about the
effectiveness of the interaction mechanisms
implemented. However, if interactions between
quality characteristics occur, they do not have any
practice, method or tool with which to support their
management or resolution. In addition, they do not
have training to identify interactions between quality
characteristics, although the four members of the
company have been involved in software
maintainability for four years and have spent a year
dealing with usability issues.

With regard to the organizational facet, this firm
works by means of projects, and in this case the
team size is four members. With regard to the
market facet, there are no market segments or
constraints that may influence the occurrence of
interactions between quality characteristics.

When dealing with the interaction between
quality characteristics, they reported negative
interactions between accessibility and authenticity.
These sub-characteristics belong to usability and
security quality characteristics. They found it
particularly difficult to provide access support for all
types of users, including those suffering from
blindness. As an argument they commented that “a
common approach employed to register users in a
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web system is that of using CAPTCHAs, but they
distort a label as regards differentiating between a
real user and a bot.” However, this mechanism
requires an in-depth study in the context of this web
application owing to the profile of intended users.

Since this project is at its conception stage, it is
difficult to establish an interaction profile for
accessibility and authenticity. According to the data
provided, the interaction between this pair of quality
sub-characteristics only occurs when this group of
users is taken into account. One of the main criteria
for the interaction could be based on sharing
information (resources) from a web application. The
elements that can be considered are quality
requirements and contextual factors related to the
definition of a software product, including quality
requirements for each type of target users. The
quality requirements might be discussed with the
customer using the quality characteristics described
in a quality model. The organization is not currently
addressing how to resolve the interaction, since it is
in the first stage of the project.

The interviewees additionally = highlighted
positive interactions between a pair of quality
characteristics. =~ They reported that integrity
(security) has a positive influence on user error
protection (usability). The rationale for this relation
is that the security mechanisms implemented ensure
that only the user with modification access can
change data records. This interaction relies on their
previous experience in developing and assessing
systems.

The product facet was that which was most
relevant as regards identifying contextual factors,
particularly the aspects regarding quality attributes,
system  type, supporting technology, and
programming language. Other aspects such as
product maturity, size or customization were not
addressed by the interviewees. The process facet is,
on the other hand, relevant as regards identifying the
review session. This can be used to check whether
the product increment meets requirements, including
quality requirements. The approach used to identify
potential issues with quality requirements, including
those related to interactions between them, has until
now been that of reviewing executable software.
However, the interviewees did not have information
about other practices, techniques and tools that can
be used to identify and resolve conflicting
interactions between quality characteristics.

The remaining contextual facets were irrelevant
for the interviewee. Factors concerning the influence
of people facet, organizational facet, or market facet
on identification or causes of interactions between
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quality characteristics were barely addressed. The
explanation for this can be derived from the project
profile, as it is in its conception stage and considers
requirements from only one stakeholder.

The instrument also provides information about
factors involved in defining an interaction:
stakeholders’ profiles, features required for each
stakeholder, and the fact that their abilities influence
the potential identification of interactions between
quality characteristics. These interactions may be
specific for certain features in the software system
and they may affect only a certain group of users.
However, the importance of the features involved in
the interaction and the customer’s priority as regards

how to satisfy the stakeholders’ needs can negatively
influence the acceptability of a software product.
The second phase was focused on studying the
monitoring of quality requirements process. The
guidelines used to conduct the study include both the
activity diagram and the interaction profile template
which are used to test the suitability of the
monitoring of product quality requirements process.
The main part of this process is the characterization
of the interaction between quality characteristics or
sub-characteristics. A questionnaire was also
prepared in order to assess the suitability of this
process. The questionnaire was answered after the
participant had identified the interactions and filled

in the process template.

Table 5: Responses to diverse factors used to describe an interaction profile.

Factor

Response

Basis

Which quality requirements are involved in an
interaction? Do the contextual factors have an
influence on a given quality requirement?

Criterion

Which reasons are considered to lead to these
interactions? The interactions occur owing to
system structure, competence of the resources
themselves, precedence of tasks, among others

Establish the degree of the interaction

What is the scope of the interaction between
quality requirements? What features, components
or users’ categories are involved?

Probability of occurrence
What is the probability of a conflicting
interaction occurring?

Impact of the interaction

What is the effect of the interaction on the
software project? For instance: Catastrophic,
inconvenient, system failure, system reboot,
unsatisfied users.

Type of interaction

What is the type of this interaction? It is a
perceived interaction when it is described at
requirements level. It is an implementation
interaction when it is based on the analysis of
implementation means

Context

What contextual factors influence the interaction
between quality characteristics? For instance:
stakeholders involved, users’ goals, scenarios,
events that trigger the interaction between quality
characteristics, among others

In this project, adding security requirements may have a
negative influence on accessibility and operability since the
software features are only available to certain types of users.

New security components affect system structure.

Application type and target users might impact on the degree of
interaction between quality characteristics.

The stakeholder’s experience in the security field may influence
the quality of security requirements.

The expert’s knowledge can be used to establish a security
mechanism to reduce the influence of highly secure
mechanisms on accessibility or operability.

The interactions occur during the software development under
the constraints considered.

The main effect: Application does not meet basic quality
requirements. Unsatisfied users and application cannot be
delivered to target users.

Perceived interaction.

Main contextual factors: Application users and application type.
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With regard to the template for the interaction
profile, the participant was clearly able to fill in
identification data: project id, date, reviewer, type of
software and artifacts analyzed. In this case, the
participant assessed a desktop application, analyzing
the code, executable software and technical
documents.

The interaction model can serve to identify
potential  interactions between quality sub-
characteristics. The participant reported a negative
interaction between the pairs: security-operability,
security — accessibility, and authenticity -
accessibility. What is more, positive interactions
were reported between integrity (security) and user
error protection (usability).

The participant responded with a general
statement for each interaction identified. He assessed
basis, criterion, degree of interaction, probability of
occurrence, impact of the interaction, type of
interaction, and context. Each paraphrased response
is presented in Table 5.

The questionnaire used to assess the feasibility of
the monitoring of quality requirements process
shows the following:

e The process objectives, roles descriptions, inputs
and outputs are clearly described. The participant
scored these four items with the agree option.
The templates and the process task are described
as being fair, and the participant scored these two
items with the neutral option.

e The process objectives, descriptions of roles,
inputs, outputs and templates are easy to
understand, and the participant scored these four
items with the agree option. Only the task
category was scored with the neutral option.

e The process application in a potentially real
situation produces different results. The template
is the easiest element to apply, while the tasks
were scored as neutral.

The objectives of the process are not, however,
easy to apply (scored with the disagree option). In a
note, the participant highlighted that there is
currently a lack of suitable information about
interactions between quality characteristics derived
from quality assessment projects. One of the main
applications for understanding interactions from
assessment evidence is that of providing support as
regards determining achievable quality goals or
maximizing the relevant quality characteristics for a
software product. In addition, the quality goals
should be linked to specific practices in order to
observe whether they really contribute toward
resolving conflicting interactions.
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5 RESULTS AND DISCUSSION

As a result of this validation of the monitoring of
product quality requirements process, some evidence
was obtained about the potential usefulness of the
SQIMF framework. The benefits and issues are
described in the following paragraphs.

The interaction matrix is useful for gathering
data about the potential interaction between product
quality characteristics. In the first phase of this
exploratory case study, the interactions between
quality sub-characteristics, which appertain to
usability and security, were easily filled in. The
interaction between usability and security is reported
in literature (Mairiza et al., 2010), but few empirical
studies address the interaction issues from a sub-
characteristic level. This is therefore an important
finding to be considered when dealing with
interactions.

The product-related context facet, included in the
interaction profile, influences the identification of
interactions'  between  quality - characteristics.
Relevant factors of this facet are both the
requirements that should be considered in order to
satisfy intended users’ quality needs and the type of
software product under development. This result is
consistent with the literature concerning quality
requirements that establishes that the types of
applications influence the identification of relevant
quality characteristics (Berntsson Svensson et al.,
2012; Chen et al., 2013).

The process facet, included in the interaction
profile, shows that the interviewees consider that the
client influences how the software development can
be performed. But they consider that the best time to
analyze potential interactions between quality
requirements is during the deployment stage, when
the executing code can demonstrate the way in
which different requirements were implemented.
This task is therefore very relevant when deciding
during which software development phases it is
possible to use the SQIMF framework.

The remaining context facets seem to be
irrelevant as regards identifying interactions between
quality characteristics, since those interviewed did
not provide any comments about their potential
effect. This result can be explained by the stage at
which this company is dealing with interactions
between quality characteristics. Although its main
focus is on quality assurance, the awareness of the
effect of interactions between quality characteristics
on software product and project resources is recent.
In addition, the project under consideration is at its
conception stage, and the quality requirements were
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not therefore specified until the interview session.

The specific questions about how to identify
interactions, their profile and how to resolve them
showed that the main components needed to identify
interactions are the stakeholders and the product.
The interactions can be related to certain features to
be implemented in the software in order to meet the
quality requirements of specific stakeholders.
However, the information provided depended on the
perceptions of the interviewee since the project is at
its conception stage.

Monitoring the product quality requirements
process can support the identification of interactions,
and can particularly serve to characterize the type of
interaction identified. This knowledge can be used in
the conception stage of a software project to
negotiate with the customer with regard to the
resources needed to address the requirements of all
intended user groups. However, the specific tasks
require additional refinement for their use in a
software project. This refinement may include
additional examples as regards using the process
templates.

The monitoring product quality requirements
process is defined to be used throughout all the
stages of the software product life cycle and it can
be adapted to the specific needs of the projects under
study. The SQIMF framework requires quality
requirements to be classified before an interaction
model is used to identify potential interactions. The
project under consideration was, however, at its
conception stage, during which requirements have
not yet been specified. This task was thus skipped,
and only the activity denominated as “check
potential interactions between quality
characteristics” was performed. Indeed, this is the
main task to be performed in the process. The
outcomes can be considered valuable as regards
improving this process.

The exploratory case study provides in-depth
information about the interactions between quality
characteristics. Although the guidelines of Runeson
et al. (2012) were followed, there are limitations
when a case study is conducted. As regards the
external validity, the exploratory case study carried
out cannot be generalized to other companies with a
similar context to that of the participant company
because this is an exploratory case. However, the
characterization of the organization can provide
useful insights into the development of a theory with
which to define the type of interactions that can be
identified at the conception stage of a software
product and how these can impact on the project
planning activities. In addition, the identified

interactions between usability and security are
consistent with current literature (Mairiza et al.,
2010; Theofanos and Pfleeger, 2011).

In order to increase the reliability of the
exploratory case study, both the artifacts used in the
case study and the questionnaire were checked by
two researchers. The study was conducted using a
template approach, which is considered appropriate
for research in software engineering owing to the
ease with which it allows a clear chain of evidence
to be obtained (Runeson et al., 2012). Moreover, the
findings were discovered by using different sources,
signifying that data triangulation (Runeson et al.,
2012) was applied.

Since this is an exploratory case study, the
investigation of causal relations is not one of the
main activities. The case study was therefore
conducted by following the recommendations and
developing and checking the instruments used. With
regard to construct validity, the exploratory case
study was carried out in two phases. The potential
contextual = factors that might influence the
interaction between quality characteristics were
therefore commented on with the interviewee in the
first phase. The guidelines used to monitor the
quality requirements process additionally include
descriptions to help users when filling them in.
However, it was not possible to ask the participants
about several process activities since the execution
of process activities was performed by one
participant alone.

6 CONCLUSIONS

In this paper a process that can be used to monitor
interactions between quality requirements is
proposed. The ‘check potential interaction between
quality requirements’ activity was validated in an
exploratory case study. The main findings of this
research are described in terms of the factors that
influence the identification and characterization of
interactions between quality characteristics and the
feasibility of using the process to monitor quality
requirements in industrial settings.

In general terms, the identification of interactions
between quality characteristics is performed at an
abstract level. This view makes it difficult to address
the characteristics of an interaction such as the
degree of interaction and their potential impact on a
software product or project. For instance, the main
effect of a negative interaction, as reported by one
interviewee, is that users are unsatisfied with the
product. Monitoring interactions between quality
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characteristics during software projects is therefore
necessary in order to uncover the real impact on the
software project. In addition, the identification of an
interaction could be enhanced if the probability of
occurrence and risk-based techniques are used.

The outcomes of the exploratory case study
showed that the suggested process is appropriate for
use in software organizations, although it needs to be
adjusted to improve the suggested tasks. The
template employed to describe the interaction profile
was considered easy to use and apply in a software
project.

The perspective used to identify the interactions
of quality characteristics is related to the software
project  leaders/managers’  experience.  The
organization under study, which is focused on
product quality based on measures, considers that
this approach should be included to assess
interactions between quality characteristics. This
view, although wuseful as regards establishing
objective evidence about interactions, needs
appropriate models with which to interpret the
values obtained by each quality indicator. In
addition, other perspectives with which to both
improve product quality and minimize the impact of
negative  interactions should also consider
appropriate process support.

Software organizations need appropriate support
when managing interactions between quality
characteristics. The monitoring quality requirements
process provides partial support as regards
determining the interaction profile. As future work,
this process will be deployed during all stages of
software development to check under what
circumstances interactions occur. In addition, a
software tool will be developed in order to support
the activities in the process.

The monitoring product quality requirements
process is focused solely on the identification of
interactions between quality requirements by means
of their respective quality characteristics, but it is
also necessary to consider when and how to resolve
negative interactions. The SQIMF profile provides a
process with which to support decision making in
order to balance quality characteristics. This process
will therefore be used to study the approaches that
software companies can implement to achieve a
balance between product quality requirements.
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