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Abstract: Many kinds of ciphertext-policy attribute-based encryption (CP-ABE) schemes have been proposed. In CP-
ABE, the set of user attributes is associated with his/her secret key whereas a policy is associated with a
ciphertext so that only users whose attributes satisfy the policy can decrypt the ciphertext. CP-ABE may be
applied to a variety of services such as access control for file sharing systems and content distribution ser-
vices. However, CP-ABE costs more for encryption and decryption in comparison with conventional public
key encryption schemes since it can handle more flexible policies. In particular, wildcards, which mean that
certain attributes are not relevant to the ciphertext policy, are not essential for a certain service. In this paper,
we construct a partially wildcarded CP-ABE scheme with a lower decryption cost. In our scheme, the user’s
attributes are separated into those requiring wildcards and those not requiring wildcards. Our scheme hence
embodies a CP-ABE scheme with a wildcard functionality and an efficient CP-ABE scheme without wild-
card functionality. We compare our scheme with the conventional CP-ABE schemes and describe a content
distribution service as an application of our scheme.

1 INTRODUCTION is classified into two types: key-policy ABE (KP-
ABE) (Goyal et al., 2006; Ostrovsky et al., 2007) and
ciphertext-policy ABE (CP-ABE) (Bethencourt et al.,
2007; Cheung and Newport, 2007; Emura et al., 2009;
. . Katz et al., 2008; Lewko et al., 2010; Nishide et al.,
In a_lttrlbut(_e—based encryption (ABE), the set of_user 2008; Okamoto and Takashima, 2010; Waters, 2011).
atiributes is associated with a secret key or a cipher- In KP-ABE, ciphertexts are associated with attributes,
texlt S0 tha(tj only ;Jtsr?rs w Eoste ?ttlbéjées Sat'bey the and users’ secret keys are associated with policies. If
poiicy can decrypt Iné ciphertext. may b€ ap- nq attributes satisfy the key policy, the user can de-

]Ell'edhto a varle;[y of ser(\jnces,t e'tga’. atc_%e?_s contro_l for crypt the ciphertext successfully. On the other hand,
ie sharing systems and content distribution ServICes. y,'cp_ ABE “attributes are associated with secret keys

Tfhtehflr%t AtB.tE Zcher(;]e was Ft).mpolsées as han exten"s,lznand policies are associated with ciphertexts. If the at-
of the identity-based encryption (IBE) scheme calle tributes satisfy the ciphertext policy, the user can de-

Fuzzy IBE (Sahai and Waters, 2005) and many kinds : :
of ABE schemes have been proposed. ABE scheme%é’ﬁts?r?ggi%réem successfully. In this paper, we

1.1 Background

*The seventh author is supported by a JSPS Research  Bethencourt, Sahai, and Waters proposed the first
Fellowship for Young Scientists. CP-ABE scheme (Bethencourt et al., 2007), where ci-
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phertext policies are expressed by a tree structure in-1.2  Our Contributions
cluding AND-gates andOR-gates. This scheme al-
lows ciphertext policies to be very expressive, but it In this paper, we propose a partially wildcarded CP-
has larger costs for encryption and decryption than ABE scheme to reduce the decryption cost. (Emura
conventional public key encryption schemes. In con- et al., 2009) shows that the presence or absence of
trast, Cheung and Newport proposed an efficient CP-wildcard functionality has an influence on the effi-
ABE scheme (Cheung and Newport, 2007), where ci- ciency of the CP-ABE scheme. In our scheme, an
phertext policies are compactly expressedAiyD- user’s attribute list is separated into a list of attributes
gates and three types of attribute valyassitive, neg- which require wildcards and an list of attributes which
ative, anddon’t care. This scheme has much lower do not require wildcards. Our scheme embodies a CP-
costs for encryption and decryption than the scheme ABE scheme with a wildcard functionality and an ef-
in (Bethencourt et al., 2007). However, the expres- ficient CP-ABE scheme without a wildcard function-
sion of ciphertext policies is rather restricted: the size ality. Our idea is to split the master secret key into
of possible values for each attribute is only one bit. two shares by using 2-out-of-2 secret sharing and to
On the other hand, Nishide, Yoneyama, and Ohta pro- use the shares as master secret keys of each CP-ABE
posed a CP-ABE scheme (Nishide et al., 2008) where scheme. We compare our scheme with conventional
ciphertext policies are expressed AND-gates and  CP-ABE schemes and describe a content distribution
a subset of possible values for each attribute and theservice as an application of our scheme. For example,
corresponding policies are hidden for the purpose of if there is only one attribute that requires wildcards
guaranteeing the recipient's anonymity. Both (Che- among four attributes, our scheme can reduce the de-
ung and Newport, 2007) and (Nishide et al., 2008) cryption cost by 40% in comparison with the conven-
construct an efficient CP-ABE scheme with limited - tional CP-ABE schemes.
ciphertext policies by using onbBAND-gates. Fur-
thermore, in these schemes, encryptors canaiise
cards to mean that certain attributes are not relevant
to the ciphertext policy. On the other hand, Emura, 2 PRELIMINARIES
Miyaji, Nomura, Omote, and Soshi proposed a CP-
ABE scheme (Emura et al., 2009) that is more effi- 2.1 Model
cient than those of (Cheung and Newport, 2007) and
(Nishide et al., 2008) by removing the wildcard func- A CP-ABE scheme consists of the following four al-
tionality. In this scheme, ciphertext policies are ex- gorithms (Nishide et al., 2008).
pressed byAND-gates and one of the possible values
for each attribute. This scheme has much lower costs terk as input and i bli d
for decryption compared with the scheme presented erkas input and generates a public le#y and a
in (Nishide et al., 2008). master keyK.

CP-ABE schemes with a wildcard functional- KeyGen(MK, L): This algorithm take#K and an at-
ity (Cheung and Newport, 2007; Nishide et al., tribute listL as input and generates a secret key
2008) are effective for services where certain at-  SK_ associated with..

tributes might not be relevant to the ciphertext pol- Encrypt(PK, M, W): This algorithm take®K, a mes-

icy. However, this scheme is functionally redundant sageM, and an ciphertext policW as input and
if all attributes are relevant. In contrast, the CP-ABE generates a cipherte®t .

scheme without the wildcard functionality (Emura , )

et al., 2009) has much lower costs for decryption. Decrypt(CT, SK.): This algorithm take€T andSK,

However, this scheme cannot be applied to services ~ associated withl as input. We use the no-

where certain attributes are not relevant to the cipher-  tation L = W to mean thatl satisfiesw. If

text policy. L E W, it returns the messag® such that
In particular, the decryption costs of broadcasting Decrypt(Encrypt(PK, M, W), K| ) = M

services must be as small as possible, since the de- . o

vices in the user terminals are usually lower in per- 2.2 Security Definition

formance than personal computers and it is possible

that the decryption process is performed on tamper- We consider the following security game.

resistant devices such as smart cards.

Setup(1¥): This algorithm takes the security parame-

Init: The adversary? chooses the challenge cipher-
text policyW and gives it to the challengé.

Setup: B runsSetup and givesPK to 4.
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Phase 1: 4 transmits an attribute lidt for KeyGen (Nishide et al., 2008), each attribute can take two or
query toB. B returnsSK| associated with. to 4 more values, and ea®¥ in a ciphertext policyV can
iff L F=W. be any subset of possible values for each attriliyte

In this paper, the user’s attribute list is simply repre-
sented by indices corresponding to the possible values
for each attribute. Le§ = {1,2,...,n;} be the set of

Challenge: 4 transmits two messagé4 andM; to
B. B choosed € {0,1} at random, generates a
ciphertextCT = Encrypt(PK,Mp,W), and trans-

mits it to 4. possible values foA; wheren; is the number of pos-
sible values fo\;. Then, lel. = [L1,Ly,...,Ln] be the
Phase 2: Same a®hase 1 attribute list wherd; € § and letW = [Wy, W, ...,
Guess: 4 outputs a guess of b. W] be the ciphertext policy whei C S. When the

. . ) encryptor specifies a wildcard fay;, it corresponds
The. security of the CP-ABE scheme is defined as ;| specifying\l — S for A;. The attribute list_ satis-
follows: fies the ciphertext policW; that is,L =W iff Lj € W,
Definition 1. We say that a CP-ABE scheme is se- foralli e [n].
lective IND-CPA secure if Advg = |Prib/ = b] — 3] is

ky- i Clieati ;
negligiblein the above game. Setup(1¥): Choose multiplicative cyclic group&

and Gt of prime orderp, a bilinear mape :
G x G — Gt, and a random generatay €

2.3 Bilinear Maps G. Then, pickw, ay, bi; € Z; Ay €
N , : G at random fori € [n], t € [mj]. Compute

Let G,Gt be multiplicative cyclic groups of prime Y = e(g,g)" and output the public kePK =

orderp andg be a generator df:. A bilinear map is ’ air Abit

a mape: G x G — Gt with the following properties: (p,G,G1,8.9.Y, {{A Af hen) tign) and the

master keyMK = (w, {{ait, it }tcin) Ficp)-

Bilinear: e(g?,g°) =e(g,9)® VabeZ
(¢.0%) = ela.0) P KeyGen(MK, L): Let L = [L1,Lp,...,Ln] be the at-

Non-degenerate:e(g,g) # 1 tribute list for the user who will obtain the cor-
We say thatG is a bilinear group if the group action responding secret key. Pick random valses
in G can be efficiently computed and there exists a ~ Zj for i € [n], sets =yl ;s5, and compute
groupGT and an efficiently computable bilinear map Do = g¥S. Then, pick random valuek; € ZE
e: G x G — Gr, as above. for i € [n] and compute(D; o,D; 1,Di 2} = {g% -
. . . (AL )dubiuh gaudi ghidin - Output the secret
2.4 Decisional Bilinear Diffie-Hellman key SK = ( Do -1 Di0, {Di,1, Di2}ic[n ) asso-
(DBDH) Assumption ciated withL.
Encrypt(PK, M, W): LetW = Wi, Wb, ..., Wy] be a ci-
Let z1,2,23 € Z be chosen at random amge G phertext policy andV € Gt be a message. Pick
be a generator. Also, l&Z be a random element a random value € Zj and computes = M - Y'
in Gyt. The DBDH assumption is that no prob- andCy = ¢'. Then, execute the following pro-
abilistic polynomial-time algorithm can distinguish cess for alli € [n]: pick random values;; € Zj,
the ;[UPLe gégzlvgz%a92379(979)2122.23]_ from the tuple fort € [n]. If t € W, compute{Ci11,Cit2} =
[9,9%,0%,0%,Z] with a non-negligible advantage. {(Aitfit‘t)riﬁ (Aﬁt.t)r,ril}' If t ¢ W, let {Ci11,Cirz}

be random values ifz. Output the ciphertext
CT = (C,Co,{{Ci1.1,Cit.2}tein) Yicin))-

Decrypt(CT, SK): Check whether the attribute likt
for the user satisfies the ciphertext pol\y; If
L =W, output the message,

C-M"1eCiy1.Di1)-€Ci 2. Di2) _

3 CONVENTIONAL SCHEMES

Here, we describe the CP-ABE algorithm with a wild-
card functionality that was proposed in (Nishide et al.,
2008) and the algorithm without a wildcard function-

ality that was proposed in (Emura et al., 2009). M= e(Co,Do- "1 Dio)
3.1 CP-ABE with Wildcard (Nishide 3.2 CP-ABE without Wildcard (Emura
et al., 2008) et al., 2009)

In (Cheung and Newport, 2007), each attribute can In (Emura et al., 2009), each attribute can take two or
take two values: 1lppsitive) and O fegative), but in more values, and ea®l in a ciphertext policyV can
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be any one of the possible values for attribAite As
a result, the encryptor cannot specify a wildcard.
In this paper, an user’s attribute list is simply rep-

with and without the wildcard functionality. Gen-
erally, a CP-ABE scheme without a wildcard func-
tionality has a smaller cost than one with a wildcard

resented by indices corresponding to possible valuesfunctionality. Therefore, the larger the number of at-

for each attribute. Le§ = {1,2,...,n;} be a set of
possible values foA; wheren; is the number of the
possible values foh;. Then, let. = [L1,Lp,...,Ly] be
the attribute list wherg; € § and letW = [Wy, Wo
.., W] be the ciphertext policy wherdf € §. The
attribute listL satisfies the ciphertext polidy, that
is, L =W iff Li =W foralli e [n].

Setup(1¥): Choose multiplicative cyclic group&
and Gt of prime order p, a bilinear map

e: GxG — Gt, and random generators
g,h € G. Then, pick y,tjj € Zp at ran-
dom fori € [n] and j € [n]. ComputeY =

e(g,h)Y and T ; = gii. Output the public key
PK = <pa Gv GT , €, 9, tha {{TI] }je[ni] }ie[n]> and
the master keWK = <yv{{ti,j}je[ni]}ie[n]

KeyGen(MK, L): Let L = [Lg,Lo,...,Ln] be the at-
tribute list for the user who will obtain the cor-
responding secret key.  Pick a random value
r € Zp and output the secret ke§K, = (h -
(g¥initi)r of) associated with..

Encrypt(PK, M, W): LetW = Wi, W, ..., W] be a ci-
phertext policy andM € Gt be a message. Pick a
random values € Z, and computé&C; = M - YS,
Cz = ¢° andCs = ([icjy Tiw)® = (gHn¥)2,
Output the ciphertex€T = (W, Cy,Cp,C3).

Decrypt(CT, SK): Check whether the attribute likt
for the user satisfies the ciphertext poliy. If
L =W, output the message

= Cl . e(C3’ gr)
E(CZ, hy. (QZiE[n]ti.Li )r) .

4 PROPOSED SCHEME

We propose a partially wildcarded CP-ABE scheme —
to reduce the decryption cost.

4.1 Overview of Proposed Scheme

In (Emura et al., 2009), it is found that a more ef-

ficient CP-ABE scheme than the scheme in (Nishide Setup(1¥,

et al., 2008) can be constructed by removing the wild-

card functionality. Hence, the presence or absence of

the wildcard functionality has an influence on the ef-
ficiency of the CP-ABE scheme. In our scheme, the
user’s attribute list is separated into a list of attributes
requiring wildcards and a list of attributes not requir-

ing wildcards. Our scheme thus embodies schemes
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tributes not requiring a wildcard functionality is, the
smaller the total cost of the CP-ABE scheme will be.

However, combining two schemes with and with-
out the wildcard functionality is not trivial. When
the secret key corresponding to the attributes requir-
ing wildcards and the secret key corresponding to the
attributes not requiring wildcards are generated, they
are associated with each other by using a random
number in order to prevent collusion attacks. Further-
more, the ciphertext size is reduced by the encryption
algorithms sharing another random number.

In (Nishide et al., 2008), the authors achieve re-
cipient anonymity by hiding the sub3af for eachA;
specified in the ciphertext policy of thtEND-gate of
all the attributes. However, ciphertext policies must
be revealed in certain services. For example, in a
content distribution service, users must know what at-
tributes are required for playing content. In this paper,
we construct a modified CP-ABE scheme by remov-
ing recipient anonymity from the CP-ABE scheme in
(Nishide et al., 2008) and use the modified scheme
as a CP-ABE scheme with a wildcard functionality.
Moreover, we combine it with the CP-ABE scheme
without the wildcard functionality in (Emura et al.,
2009).

4.2 Proposed Scheme

Let i be the number of attribute&i which re-
quire wildcards andh be the number of attributes
Al which do not require wildcards. Moreover, let
={1,2,...,1ii} be the set of possible values for at-
tnbute Aj andé ={1,2,...,n;} be the set of possi-
ble values for attrlbutez;zkI The user’s attribute list
is separated into one ligt = {Ll, Ly, .. Ln} which
requires wildcards, wherg € §, and another list.
= {Ll, L2, - Ln} which does not require wildcards,
wherel; € S. Also, the ciphertext policyV is sepa-
rated into a ciphertext policW = Wi, W, Wn}
wh|ch requires wildcards, wheW® C §, and a policy
= {Wl, V\/z Wn} which does not require wild-
cards wher&\ € §.
A, A, {fi}icw, {Ni}ici): Choose  multi-
plicative cyclic groupss andGr of prime order
p, a bilinear mage: G x G — G, and a random
generatorg € G. Then, pick a random value
W € Zy, and computel’ = e(g g)V. Also, pick a
random valueh ; € G for alli € [fi] andj € [fi],
and pick a random valu® j € G for all i € [fj]
andj € [fi]. Output the public kePK = ( p, G,
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Gr,e 9, Y, {Aij}jemn) tien,
and the master keylK = w.

KeyGen(PK, MK, L, ): Pick a random valug € Z;,
and a random valug € Zj, for all i € [fi]. Set
s=3M s and comput®d = g* S+, After that,
pick a random value; € Zy for all i € [i] and
compute{Di, Di.1} = {g* - A% ,g"}. Also, pick
a random valuel € Zj and compute{D’ Db} =
{g¢ “(Mierm ,,_I Ug “} Output the secret key
S<[L,L] <L L D- ﬂle DIO Dl,{D| 1}|€
) associated with the user’s attribute |lSB.ndL.

Encrypt(PK, M, W, W): Pick a random valug €
Zy, and computeC; = M Y, CG=4d, CG=
(|‘|IE IW)r. :I'hen, compute&s; j = A{’j for all

€A ] andj € W. Output the ciphertextyy i =
<W:W| Cl: C2! C3 {CI ]}|e A IEW >

Decrypt(SKig i1, Cuy i)t If L =W andL =W, out-
put the message,

[Micm)

Ui Yiepm) e )

e(Cip,,Di1) - eCs,D5)
(D Miejr Dio- D1,C2)

4.3 Security Proof

M=C;-

Theorem 1. Our schemeis selective IND-CPA secure
if the DBDH assumption holdsin G.

Proof. Let 4 be an adversary interested in thwarting
our scheme. We build an algorithhthat solves the
DBDH problem inG by using4. Pick random values
a,B,yin Zy and comput@ = g, gz = g, andgs =

g'. Then, pick a random b € {0,1}. If d =1, set
R=¢e(g,0)°®. If 5= 0, letR be a random value in
GT. B takes as inputg, 91, 92,03, R) and proceeds as
follows:

Init: 4 chooses the challenge ciphertext policies
W* = (WlaWZa *) andW* (WlaWZa WV)
and gives them tcB

Setup: B receivedV* andW*. It computes the pub-
lic key as follows: B computesy = e(g1,92). After
that, it picks random values j in Zj, for all i € [A]
and j € [fi]. If j € W, it computesA;; = g%i.
If j ¢ W, it computesA j = ¢gi"'. Moreover, B
picks random valuei;)IJ in Zy for all i € [A] and
jem]. I j =W, it computes'l’I b, If
] 7£\7\/i*, it computesT; j = g1 . Flnally, it returns
K=1(9,Y, {{A.j}jen tier Ui iem) Yer) to A

Phase 1: When A4 transmits the attribute lists =
(L1,Lo,...,La) andL = (L1,Ly,...,Lx) for theKeyGen
query toB, B returns the corresponding secret key as
follows: If (L =W*) A (L = W*), B returns.L to 4.
Here, the query can be classified into three types. A
type 1 query sa'usfle(sL = W* A QL - W*); a type

2 query sat|sf|e$L = WH) A ( pé W*); and a type 3
query satisfie$l = W*) A (L = W*).

e Type 1 or Type 2:8 picks a random valu&’ in
Z’{J. After that, it picks a random valug in ZT)
for all i € [A]. It computess= SN ;s andD =
gt . Itthen picks random values in Zj, for all
i € [A] and compute®;o = g° - A' andDj1 =
g¥. In Type 1 and Type 2L = W* is satisfied.
Therefore/B can sebicimtif, = T1 + Toa, where
T, # 0 (The probability ofl, = 0 is negligible and
it has no influence on the security proof, so we
will omit this case. See (Emura et al., 2009)3).
can computel; and T> by using{b;, J}IE il -

It picks a random valuel in Zy and computes
V4 Tl

Di=gf g} ‘g% g, andD, =g g, "
e Type 3:B p|cks random valueanduin Zy and
compute's =g+ ([ Tiz,)" andD’z = g.
In Type 3,L = W* is sat|sf|ed Therefore, there
exists the index such thatl Z W. B picks
random values in Zj for all i € [A]\k. Then,
it picks random values}\i in Zy and computes
Dio = g° AI}‘;_ andD;j1 = gM. It picks random
valuess and N in Zj for the indexk such
that(y & W, and compute® = g« ZielikS
Vi L

gakLk g

(L, L, D ig Dio-
, D5 ) and returnsK; ; to 4.

T_

Dko = gﬁ/k : gsl", andDy 1 =

Finally, B computesSK[L[] =
DY, {Dia}icp

Lemma 1. K i isdistributed identically to that in
the real IND-CPA game.

We will prove Lemma 1 after showing the advantage
of B.

Challenge: 4 transmits two messagédo and M1
to B. B picks a random bi) € {0,1} and computes

Ci=M;-R C = gg, andC; = g?e 'W'*. It then
computesGi j = ga for all i € [A] and j € W*. It
returns the challenge cipherte3;. - = (W, W,

Cla CZ! C31 {Q,]}|€[ﬁ]JGW* > to 'q
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Lemma 2. If R= e(g,9)®®, Cj. i~ is distributed
identically to the challengeciphertext in the real IND-
CPA game. Otherwise, 4 can obtain no information
about n).

this Lemma can be proved easily sinkg = g% for
alli € [A], j € W* andT, j = g% foralli € [f] if j =
W*. Hence, we will omit the proof.

Phase 2: Same as Phase 1.

Guess: 4 outputsn’. B outputsd =1if n=n'.
Otherwise, B outputsd’ = 0.

B outputsd = 1 iff 4 can predict the value af.
When R = e(g,9)*®, B8 completely simulates the
IND-CPA game for4. In contrast, wherR is a ran-
dom element inGt, the value ofn is information-
theoretically hidden, so the probability thatcan pre-
dict the value ofy is 1/2. Hence, P& =16 =1] =
AdVEPAKK) + 2 and P8 = 1/6= 0] = 1. Thatis, the
advantage of8 solving the DBDH problem is as fol-
lows:

P18 =15 =1] — Pi§’ = 15 = 0]| = Adv; " (k)

If AdVSPA(k) is non-negligible B has non-negligible
advantage for the DBDH problem, which contradicts
the DBDH assumption. Therefore, in the selective
IND-CPA game for our scheme, the advantagedof
is negligible. Hence, Theorem 1 holds. O

Proof. To prove Lemma 1, we show th8K 1, gen-
erated byB satisfies the following equations:

S<[|:|:] = <E7E1D//1{Di,l}i€[ﬁ]7D/2> (1)
whereD = g% s+¢ 2)

Dio=g%-A' forallic[i]  (3)

Di1= gAi foralli € [A] 4)

Dj=g°¢ g" ity )

2=¢" (6)

D'=D- |_| Di,O'DéL 7)
ie[n]

wheres= 5" | 5 andw = af.

e Type 1 or Type 2: By setting-&' = af +&, it be-
comes obvious thdd, D; o, andD’; respectively

satisfy equations (2), (3), and (4). These computa-

tions do not requirg®®?, soB can easily compute
them. Next,D’; andD/, can be computed as fol-
lows by setting—§ = apf + & andu’ = B+ uT».
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! ¢ g 7%
Di1=90"-91-9%2 -0,
/ ;o T.Y-B

=g g"gh

— gE' ,ga([3+uT2) ) gUTl

_ g(a[3+E’) .gu(T1+T2a)

_ ng i gU'Zie[ﬁ] G

B+uTy B

=g 2 .gn

=g
where;ie[ﬁ] tins T1 + Toa from the conditions
of Type 1 and Type 2§’ andu’ are uniformly and
randomly chosen, s andu are also uniformly
and randomly distributed, arif'; andD/, satisfy
the above equations. Therefof®; andD, sat-
isfy equations (5) and (6). HencsK[m gen-
erated byB satisfies equation (1), and Lemma 1
holds.
Type 3: Itis obvious thad’y andD’; satisfy equa-
tions (5) and (6) since their computations are sim-
ilar to equations (5) and (6) withogf®®. As a
result, it is obvious tha{Divo,Di’l}ie[ﬁ]\k, where
kis an index whereily ¢ W, satisfies equations
(3) and (4) since their computations are similar
to equations (3) and (4) withog®®. D, Dy,
and Dy, can be computed as follows by setting
—Sk=0B— s, Nk =g A—B.

D— g*S'k*Zie[ﬁ]\kSJrf
_ gUB*S(*ZiE[ﬁ]\kSJFE

_ gwfski

)\I

Dko=0; k.g
_ gu(*BJrak,[k)\k) .

Sk

g°x

_ 3y 1, Mk
— g 0([3+S/k . gl Lk

— o . AMK
=9 AL,
Dk1= g™k -gzk’ﬁk
S is uniformly and randomly chosen, s is

also uniformly and randomly distributed amy
Dk o, andDy 1 satisfy the above equations. There-
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Table 1: Comparison of our scheme and conventional CP-ABEmes. (See Section 5.1 for the notation.)

| Modified scheme of (Nishide et al., 2008)Emura et al., 2009} Our scheme |

PK| (Ns+ 1)|G[ + |G| (ns+2)|G| + |G| (Ns+1)|G[ +[Gr]

EY M+ DG 2[G] (B +2)[G]

[CT]| (ms+1)|G| + |Gr] 2|G| + |G| (Ms+2)|G| + |G|

Enc (ms+ 1)Mg + Mg, (n+1)Mg+Mg; | (On+ms+1)Mg +Mg,

Dec (n+1)P 2P (Bn+2)P
Wildcard yes (for all attributes) no yes (for partial attributes

Assumption DBDH

fore, D, Dy o, andDy 1 respectively satisfy equa-
tions (2), (3), and (4). HencSK[LL] generated by
B satisfies equation (1), and Lemma 1 holds;

5 PERFORMANCE

5.1 Cost Comparison

Table 1 compares our schemes with the modified
scheme of (Nishide et al., 2008) and the scheme pre-

sented in (Emura et al., 2009). In this tahjeK| de-
notes the size of the public ke)gK| the size of the
secret key|CT | the size of the ciphertexgnc the en-

cryption cost,

andec the decryption cost|G| and

|Gt| denote the size of the elementsGhand G,
respectively. n is the number of attributes, A the

number of attributeg\ that require wildcards, anal ~

the number of attributeA that do not require wild- L
cards. 8 denotes the proportion of attributes which 9-2 Application
require wildcards, and € 6 < 1.ns= ¥ ; nj, where o o _ _
n; denotes the number of possible values for attribute A content distribution service is a potential applica-

Aj. Ag = ziﬁ:lﬁi, wheren; denotes the number of

possible values for attribut&; which require wild-

cards, andhg

= 51 1, wherenj is the number of

possible values for attribut&; which do not require

--0ur scheme (6=0.2)

Our scheme (6=0.8)

Modified scheme of (Nishide et al., 2008)
——(Emura et al., 2009)
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Figure 1: Processing time for decryption in CP-ABE
schemes.

shows that the processing time for decryption in our
scheme is short when the proportion of attributes re-
quiring wildcards is small.

tion of our scheme. Let us assume that users have
four attributes: residence, membership, contract in-

formation, and gender. First, the user’s attributes are
classified according to the need of wildcards as fol-

lows:

wildcards.ms = 3! ; m, wherem; means the number

of attribute values in a policyM such thatm < nj. (Attribute with wildcard)
ms = yiL,; M, whereni denotes the number of at- Aq: residence
tribute values in a polic\ that require wildcards and g - {1,2,..., 47} — {Hokkaido, Aomori, ..., Oki-

m <fi. Mms= 3y m, wherenj denotes the number
of attribute values in a polic\\ that do not require

nawa}

wildcards andm < fii. Mg andMg, denote modulo (Atvtribute without wildcard)
exponentiation irG andGr, respectively.P denotes Aq1: membership
a pairing computation on an elliptic curve. & = {1,2} = {general, premium}

Figure 1 compares the processing times for de-

cryption. The number of attributes is the horizontal Aj: contract information
axis and the processing time for decryptionisthe ver- S, — {1,2} = {payer, non-payer}

tical axis. We assume that the processing time for
one pairing computation is 10 (msec) (Zhang et al.,

Asz: gender

2008). The graphs for our scheme correspond to the S = {1,2} = {male, female}

case ofd = 0.2 and that o® = 0.8. Figure 1 clearly
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Our scheme can realize a regionally restricted con- Table 2: Numerical comparison of our scheme and conven-
tent distribution service. In Japan, there are 47 pre- tional CP-ABE schemes. M-NYOO08 denotes the modified

A1. We also allow two kinds of membershigeneral scheme in (Emura et al., 2009).

a][ld premium,fas pqssible valugs fak,, two kinds | [ M-NYOO08 | EMNOS09| Ours |
of contract informationpayer andnon-payer, as pos- -

sible values forAz, and two gendergnale and fe- [PK] (b.'ts) 10,560 10,736 10,560
male, as possible values faks. For example, when 1] (bits) 880 352 528

a service provider encrypts a piece of content with CT] (bits) 2,992 1,408| 2,640

the policyW; = {Tokyo, Kanagawa, Saitama, Chiba, Enc (msec) 63 33 33

Gunma, Tochigi, Ibaraki}, which means the Kanto | D€c (msec) 50 20 30

region, a user who has the attribite = Tokyo can

decrypt the content but a user who has the attribute

L, = Osaka cannot decrypt the content. In this case, REFERENCES

n=4 and6 = 0.25. Therefore, the decryption cost is

5P in the modified scheme of (NlShlde et al., 2008) Bethencourt, J., Sahai, A., and Waters, B. (2007).

and P in our scheme, respectively, which means that Ciphertext-policy attribute-based encryption.| EEE

our scheme can reduce the decryption cost by 40% Symposium on Security and Privacy, pages 321-334.

in comparison with the modified scheme of (Nishide Cheung, L. and Newport, C. (2007). Provably secure ci-
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6 CONCLUSIONS Zhang, Y., Kanayama, N., and Okamoto, E. (2008). Java

implementation of pairing on elliptic curves ovésm

(in japanese). €SS pages D2-1.

andnis = 3. As shown in Table 2, our scheme is more
efficient than the modified scheme of (Nishide et al.,
2008).

We proposed a partially wildcarded CP-ABE scheme.
We compared our scheme with conventional CP-ABE
schemes and described a content distribution service
as an application of our scheme. The result shows that
our scheme can reduce the decryption cost in compar-
ison with the conventional CP-ABE schemes.
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