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Abstract. The final objective of an access control model is to provide a frame-
work to decide if an action performed by subjects on objects is permitted or not.
It is not convenient to directly specify an access control policy using concepts
of subjects, objects and actions.nBAC (Organization Based Access Control),

we can not only express static authorizations but also dynamic authorizations, de-
pending on context. Formally, OrBAC is described in first order logic, where the
context is one of the argument of predicate. We propose a new formalism based
on description logic wittdefaultsand exceptiond1] to describe and reason on
OrBAC model. This paper is an enrichment of a previous work [10] with the in-
troducing of an exception operatas) (This formalism covers not only concepts

of information systems like users, objects, subjects and roles but also the context
by the add of two operators of defaulf)(and exceptiond). Notice that time
complexity is still polynomial [2].

1 Introduction

Security policy models as DAC [3], MAC [4,5] and RBAC [6] (Role Based Access
Cotrol) provide concepts that are useful in current IS. However, such security policies
must also be adapted to deal with new requirements; rule are depending on context.

OrBAC (Organization Based Access Control) is useful to deal with some of these
new requirements [7]. OrBAC is a model that allows to express a security policy at
organizational level, i.e., indepent from the implementation made for this policy. The
access control policy does not directly apply to subject, object and action. It defines
static authorizations that apply within organization to control the activities performed by
roles on views. However, the OrBAC model also allows specification of more complex
dynamic authorizations applying in a given context. The formalism used is the first
order logic where the context is an additive argument.

The purpose of this paper is to present;PIOrBAC which is a new formalization
of OrBAC model based on descrition logic with defaults and exceptigis;() [1].
Description Logic (DLs) [8] are a family of knowledge used to describe and classify
concepts and their instancegl{s.) extends the well known description logid ) [8]
with the two unary connectives, () to express respectively default and exception.

The idea is to consider that when we are in a usual context, we obtain a default
authorization and we express this fact with the connectiyeéo(it if the context change,
the authorization is excepted, and we express this exception with the conneltive (
Notice, that even if we have more thant exception, we can represent this fact with the
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composition of operators of exceptiog),(and in spite of this, time complexity still
polynomial. This paper is an enrichment of a previous wof¥ [ith the introducing
of an exception operatoe)

The rest of the paper is structured as follow. Section 2 ptss@rBAC model,
section 3 introduces description logic with defaults andegtions. Section 4 defines
DLs.-OrBAC, shows how we express security and how we can infeessccontrol
rules in differents contexts. We conclude in section 5 byptaspects of evolution of
DLs.-OrBAC.

2 OrBAC Model

The central entity in OrBAC model i®rganization An Organization can be seen as an
organized group of subjects, each playing a specific roldfhdmmedical domain, “Piére
and Marie Curie Center”, “Service of Pediatrics”,etc argamizations. Subject, Action
and Object are respectively abstracted into Role, Actizitg View [7].

A Roleis a set ofSubjectdo which the same security rule apply, for example, the
subject “John” plays the role of “Doctor” in the organizatitService of Pediatrics”. A
Viewcorresponds to a set @bjectsthat satisfy a common property, for example, in the
medical domain, the view “Medical record” corresponds ® dibject “Medical record
of patient”. AnActivity regroupsActionsthat partake of the same principle. In OrBAC

model, Actions will mainly contain computer actions suctiraad”, “write”,etc, when
Activities contain “consulting”, “writing”,etcPrivilegesonly apply in specificontexts
Contexts can be used to specify the concrete circumstantteewrganizations grant
roles permission to perform activities on views.

It considers that all actions which are not permitted arénjited, so it suffice to
defines only permission relation.

OrBAC is defined using eight basic sets of entiti@R (set of organizations}s
(set of subjects)AC (set of actions)O (set of objects)R (set of roles) AV (set of
activities),V (set of views) and (set of contexts).

In the next section, we will introduce our formalism used ¢ésctibe Dls.-OrBAC
which is based on description logic with defaults and exoast

3 Description Logic with Defaults and Exceptions

Description logic is actually largelly used to represema=pt hierarchies, it employs
two kinds of formalisms for the knowledge representatitie: terminological formal-
ism (TBox) used to describe conceptual knowledge, the @esal formalism (ABox)
used to allow facts to be stated [8].

In what follows, we present{L;.), an extension ofAL language with the two
operators of defaults] and exceptionsj.

3.1 ALs. Language

The description language with defaults and exceptdh. is inductively defined from
a setR of primitive roles and a sd® of primitive concepts [9], augmented by the con-
stantT (Top), with the abstract syntax rule:
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C,D—T the most general concept
| P primitive concept
cnbD concept conjunction
p
-P negation of primitive concept
p p
|V3Ir: C C is a value restriction on all roles R(0)
| 6C default concept
| Ce exception to the concept

0 ande are two unary connectives] is a binary conjunction connective aivd
enables universal quantification on role values.

In the next section, we will give the formalization of OrBACorte! based on de-
scription logic with defaults and exceptions. We will shoanhthese two connectives
(4, €) can be efficient to formalize access control.

4 DLs.-OrBAC

We now conceptualize the OrBAC model and construct a DL kedg base capturing
the characteristics of OrBAC, including the context witk thse of §) and ).

4.1 The TBox

Given an OrBAC model, we define a DL knowledge b&s¢he alphabets df includes
the following atomic concepts: Organization, Subject,&2hjRole, View, Action, Con-
text and Activity. The TBox includes the following axiomsah axiom is illustrated
with examples.

— Role Attribution Axiom: defines the relationship between subject and role.
Subject C T; RoleC T;
Organization T T
Employ T EmployS.Subject 1 EmployR.Role 1 EmployOr.Organization
Suppose that in a given hospi¥| Jeanis assigned in the role @octor, andTom
is assigned in the role &urgeon We express all these facts by the following rules.
Employ(E1) C EmployS.Subject(Jean) N EmployR.Role(Doctor)
M EmployOr.Organization(X)
Employ(E2) C EmployS.Subject(Tom) M EmployR.Role(Surgeon)
N EmployOr.Organization(X)
Where E1, and E2 are instances of Employ.

— View Definition Axiom: defines relationship between object and view.
Object C T
View T T
Use C UseO.Object M UseV.View M UseOr.Organization
Suppose that in a given hospité| Med-recl andordinnancel are instances of
concept Object, anied-rec andordinnance are instances of concept View. We
express all these facts by the following rules.
Use(U1) C UseO.Object(Med — recl) MU seV.wview(Med — rec)
M UseOr.Organization(X)
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Use(U2) C UseO.Object(Ordinnancel) MU seV.view(Ordinnance)
N UseOr.Organization(X)
Where U1 and U2 are instances of Use.

Activity Definition Axiom: defines relation between action and activity.

Action T T

Activity T T

Consider C ConsiderAc.Action M Consider Av. Activity
M ConsiderOr.Organization
Suppose that in a given hospitd| actionwrite is considered as a modification
activity and actionmead as a consultation activity. We express all these facts by the
following rules.

Consider(C1) C Consider Av. Activity(Modi fy)Consider Ac. Action(write)
M ConsiderOr.Organization(X)

Consider(C2) C Consider Av. Activity(Consult)IConsider Ac. Action(read)
M ConsiderOr.Organization(X)
Where C1 and C2 are instances of Consider.

Context Definition Axiom:

Context C T

Define C DefineAc.Action M De fineS.Subject 1 De fineO.Object
M DefineC.Context M De fineOr.Organization
We need first to define thdormal context.

Define(D1) C DefineAc.Action(Write) M De fineS.Subject(Jean)
M De fineO.Object(Ordinnance) M De fineC.Context(Normal)
M DefineOr.Organization(X)
Where D1 is an instance of Define.

Permission Attribution Axiom: defines the relation between role, activity, view
and context in an organization.

Prohibition = non Permission

Permission C PermisionAv.Activity N PermissionR.Role
MPermissionV.ViewnPermissionC.ContextlPermissionOr.Organization
Every user who play the role ddoctor is permitted tomodify an ordinnance
when the contextormal is true.

Permission(P1) C PermisionAv.Activity(Modi fy)
M PermissionR.Role(Doctor) M PermissionV.View(Ordinnance)
N PermissionC.Context(Normal) M PermissionOr.Organization(X)
Where P1 is an instance of Permission.

Hierarchy Definition Axiom: defines the hierarchy between roles.

Sub—role C Sub—rolel.RoleMSub—role2. RoleMSub—roleOr.Organization
Rolel is a sub role of Role2 in organization Or
Suppose that in a given hospitg) a Surgeonplay also the role oboctor, then a
surgeon inherits the set of authorizations of the role do@toe next rule express
this fact.

Permission(X, Doctor, Av, V,C) C Permission(X, Surgeon, Av,V,C)
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And because we defined the concept of Sub-role, so the inheetis expressed as
follow:

Permission(X, Surgeon, Av,V,C) C Permission(X, Doctor, Av,V,C) N
Sub — role(X, Surgeon, Doctor)

— Concrete Permission Axiom:
Is — permitted C Is — permittedAc.Action M Is — permittedS.Subject
M Is — pemittedO.Object
Jeanis permitted to writeDiagnosis
Is — permitted(I1) C Is — permittedAc. Action(Write)
M Is — permittedS.Subject(Jean) M Is — pemittedO.Object(Diagnosis)

Definition of Rules of Security:
Employ M Use N Consider M dPermission M dDefine T §1s — permitted
Employ N Use N Consider M Permission® N Define® C Is — permitted®

4.2 The ABox

The ABox of K includes eight catalogs of axioms: Organization assestomom, Sub-
ject assertions axiom, Object assertions axiom, View &essraxiom, Role assertions
axiom, Action assertions axiom, Activity assertions axiantd Context assertions ax-
iom.

In the next section, we show how a security policy can be mpeland how we
can infer authorizations.

4.3 Inference and Subsumtion

— Permission Hierarchy
We know that a Surgeon is a sub-role of Doctor, so we can write:
Sub — role(S1) C Sub — rolel.Role(Surgeon) M Sub — role2.Role(Doctor)
M Sub — roleOr.Organization(X)
When we want to know if a Surgeon is permitted to write an ardirce, we use
the following rule:
Permission(X, Surgeon, Modify, Ordinnance, Normal) C
Permission(X, Doctor, Modi fy, Ordinnance, Normal) 1 Sub — role(S1)
and then the answer in this casé&/esbecause we use the inheritance of properties
in the normal case.

— Access Control if Normal Context is True
Within organizationX, Normal context holds between subjel#an actionWrite
and objecDiagnosis1 we obtain D2, an instance of concept Define.

Define(D2) C DefineAc.Action(Write) M DefineS.Subject(Jean)

M De fineO.Object(Diagnosisl) M De fineC.Context(Normal)
M DefineOr.Organization(X)
We also know thaDiagnosislis an object used in a vie®iagnosis an instance
U3 of Use is write as:
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Use(U3) C UseO.Object(Diagnosisl) M UseV.view(Diagnosis)
N UseOr.Organization(X)
And finally, we know that in organizatioX, each person who play the role of
Doctor is permitted tanodify Diagnosis whenNormal context is true, we write
an instance P2 as:

Permission(P2) C PermisionAv. Activity(Modify)
M PermissionR.Role(Doctor) N PermissionV.View(Diagnosis)
M PermissionC.Context(Normal) M PermissionOr.Organization(X)
Now, the question is: Is Jean permitted to write diagnosssriormal context?; We
have:
-Jean play role of doctor in organization X: Employ(E1);
-and, Diagnosisl is an object used in the view Diagnosis(U&ge
-and, Write is considered as a modification activity: Coadi@1);
-and, by default, within organization X, context Normald®between subject Jean,
action Write and object DiagnosisdDe fine(D2);
-and finally, by default, in organization X, each person wlaygp the role of Doctor
is permitted to modify Diagnosis, when Normal context igtdPermission(P2).
Formally, we writeEmploy(E1)NU se(U3)MConsider(C1)Nd Permission(P2)N
d0Define(D2)
Using security rules, we can deduce that the precedent pitaposubsumeér’s —
permitted(I1).
And becausd s — permitted(I1) C §Is — permitted(I1), we can deduce that
Jean is permitted to write diagnosis.

Access Control if Context “Contamination-risk” is True. We have within orga-

nizationX, contextContamination-risk holds between subjedean, actionWrite

and objecDiagnosis1 we obtain D3, an instance of concept Define.
Define(D3) C DefineAc.Action(Write) M DefineS.Subject(Jean)

MDe fineO.Object(Diagnosisl)NDe fineC.Context(Contamination—risk)N

DefineC.Context(normal) M De fineOr.Organization(X)

We know that contex€Contamination-risk is an exception of contextormal,

DefineC.Context(Contamination—risk) = (De fineC.Context(Normal))®

If we substitute DefineC.Context(Contamination-risk) tspalue, we obtain:
d0Define(D3) C §DefineAc.Action(Write) M dDe fineS.Subject(Jean)

M dDefineO.Object(Diagnosisl) M dDefineC.Context(Normal)

N (DefineC.Context(Normal))¢ M dDe fineOr.Organization(X)

Using the ruledc = § A 1 A€, we obtain:

(DefineC.Context(Normal))® = 6 DefineC.Context(Normal)

M (DefineC.Context(Normal))e

after replacment, we get:
0Define(D3) C §DefineAc.Action(Write) M dDe fineS.Subject(Jean)

M dDefineO.Object(Diagnosisl) M (DefineC.Context(Normal))®

M éDefineOr.Organization(X)

which means thatDe fine(D2)¢ C §De fine(D3)

In the contexContamination-risk, we create a new instance P3 which is defined

as follow:
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Permission(P3) C PermisionAv.Activity(Modi fy)
M PermissionR.Role(Doctor) M PermissionV.View(Diagnosis)
NPermissionC.Context(Normal)PermissionC.Context(Contamination—
risk) M PermissionOr.Organization(X)
ContextContamination-risk is an exception of contextormal
PermissionC.Context(Contamination—risk) = (PermissionC.Context(Normal))®
After substitution, we get:

Permission(P3) C PermisionAv.Activity(Modi fy)
M PermissionR.Role(Doctor) M PermissionV.View(Diagnosis)
M PermissionC.Context(Normal) M (PermissionC.Context(Normal))®
M PermissionOr.Organization(X)
We know thatA® = §A 1 A¢, we obtain:
Permission(P3) C PermisionAv.Activity(M odi fy)
M PermissionR.Role(Doctor) M PermissionV.View(Diagnosis)
N (PermissionC.Context(Normal))® 1 PermissionOr.Organization(X)
So, we can deduc&ermision(P2)¢ C d Permission(P3)
The question we can ask is: Is Jean permitted to write Didagnelsen context
Contamination-risk is true?
We have: -Jean play role of doctor in organization X: Empia)
-and, Diagnosisl is an object used in the view Diagnosis(UZg
-and, Write is considered as a modification activity: Coagi@1);
-and, by default, within organization X, context Contantioa-risk holds between
subject Jean, action Write and object Diagnosiq2e fine(D3);
-and finally, by default, in organization X, each person whayp the role of Doc-
tor is permitted to modify Diagnosis, when context Contaation-risk is true:
0 Permission(P3).
We obtain: Employ(E1) M Use(U3) N Consider(C1) M 6 Permission(P3) M
0Define(D3)
= Employ(E1) N Use(U3) M Consider(C1) M dPermission(P2)¢
MdDefine(D2)¢
= Employ(E1)NUse(U3)NConsider(C1)NPermission(P2)*MDe fine(D2)*
Using security rules, we can deduce that the precedent pitaposubsumd s —
permitted(I1)€. And becausés — permitted(I1) £ Is — permitted(I1)¢, then
we can’t deduce Is-permitted(I1), and Jean is not permittedtite diagnosis when
there is a contamination risk.

5 Conclusions

The aim of this paper is to give a logical formalisation to JHOrBAC model using
the expressivel L. language. We showed how default and exceptional knowledge a
well suited to represent and reason about access contrélluateate this fact with a
small example of medical information system.

To implement and reason about this model, we need to choessaner which take
into account default and exceptional knowledge. There amyrtools for the classical
description logic [11], we mention Classic, Fact++, RacerPut in our knowledge,
there is no tool for description logic with default and exiiep reasoner.
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The next step of our work is to develop such a reasa¥ies.— Classics. is actually
our preoccupation.
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