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Abstract. The concept of virtual organizations (VO) denotes a relatively new or-
ganizational approach. It should allow especially small- and medium-sized firms
to rapidly cooperate by forming ad-hoc organizations in order to exploit busi-
ness opportunities that would otherwise not be manageable for the participants
alone. VOs will span enterprise and national boarders. This paper addresses the
trust problem inherent in virtual organizations and proposes reputation systems
as a solution which already proved functionality in many domains of computer
science. We finally present a reputation system for VO marketplaces that pays
special attention to the privacy requirements specific to this scenario.

1 Introduction

Modern information technology provides the opportunities for new inter enterprise inte-
gration concepts like virtual organizations. Referring to [1-3] we define a virtual organi-
zation to be d@emporal alignment of (globally dispersedjnultiple organizations, com-
bining thecomplementary core competencies of its participants in amd-hoc network-

like structure to produce and delivesustomized demand, which the individual partic-
ipants cannot produce and deliver individually, by exploiting modefor mation and
communication technologies (ICT). The concept of virtual organizations is especially
interesting for small- and medium-sized companies. It opens new business opportuni-
ties primarily by offering possibilities to effectivelspecialize on core competencies
(thereby allowing to gain competitive advantages in certain areas), casysiergetic
effects by the combination of those core competencies and allowirgd@it business
possibilities that are not manageable for a single company.

However, there are also significant threats linked to this concept: Customers usually
prefer a single company being liable for products and services. Well established brands
have major influence on purchase decisions. Severe trust problems may arise in such
structures and superior managerial skills and tools are needed for setting up and running
VO's [4, 5].

This paper focuses on the trust problem just mentioned and proposes the usage of
reputation systems as one possible solution. The concept of virtual organizations itself
suggests that many issues between the cooperating partners can't be settled by means of
ex ante contracts, be that because of time restrictions (remember that rapidly exploiting
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business opportunities is one of the main goals of VO's) arabee of the fact that
complete contracts (i.e., contracts specifying actionalfigossible states of the world)
are infeasible (at least in the case of VO's). Organizatibadry, Incomplete Contract
Theory and Game Theory have given us interesting insighostimse situations. One
of the solutions proposed by those theories is inducindg byishe usage of reputation
information. Reputation systems are already used in maggsanf computer science
to solve similar problems. They provide information as tleib of a trust decision
and give a continuous motivation to behave trustworthilg Will present a reputation
system that makes use of cryptographic techniques to megritracy requirements of
a VO scenario. Most current approaches to implement rapotaystems completely
neglect privacy aspects. In our scheme reputation infoomé controlled by its owner
and it stays hidden who has submitted the feedback.

The paper is structured as follows: We start with a scetchprfssible lifecycle of
a VO in Section 2. This lifecycle will be used as a tool for $iltation purposes in the
following chapters. Section 3 discusses the usage of reépuataystems and presents
our reputation management approach. Section 4 finally adeslour work.

2 Lifecycle of a Virtual Organization

In the following we will concentrate on a simple, idealizéddycle for virtual organi-
zations; this model is used in the following sections to aéschow processes have to
be adapted in order to provide reputation-based trust. Weedthe lifecycle into three
characteristic phases of a virtual enterprise, nameljairaation phase, theoperation
phase and thdiquidation phase. Those three phases will be briefly presented in the next
few subsections; we finish this chapter with a small examgdetjzally illustrating our
lifecycle model.

2.1 Foundation Phase

The main result of the foundation phase is a network of inddpat firms (avirtual or-
ganization) that is willing to deliver a product or service (in the follmg abbreviated
by "good”) to acustomer. However, one should keep in mind that regarding the foun-
dation of a virtual enterprise as a distinguished phaseeslized: Usually the network
will evolve and continually change throughout the produttprocess — new business
partners might get involved whereas others drop out (duenishiing their part of the
contract or not obeying the rules of the contract). As a cgusece there is no sta-
tic network but a steadily changing web of relations betwdenparticipating firms.
Nevertheless this assumption simplifies further reasoaimtas we'll see our approach
(applying a reputation system to induce trust among thegsardoes not rely on a clear
separation of the different phases.

This organization has furthermore settled (by means of &raci) on a set of trans-
actions that should take place inside the network (e.gaitefarts of the good are
delivered, money is paid etc.) and between the network asaevand the customer
(the final good is delivered to the customer). We will discilnés set of transactions in
the next subsection.
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Fig. 1. E® Value Decomposition Methodology.

How does such a network evolve, i.e., how do customers angaViorganizations
meet, and how do business partners meet in order to establisiwork? It seems
reasonable to expect some kind of marketplace to addresiss$hie; in fact this topic is
already under investigation [6]. However, many questidiissremain unanswered: Do
for example customers ask for certain goqulgl¢approach), are they offered by virtual
organizationsgush-approach) or will a combined approach be taken? Furthermore, are
virtual organizations founded by lausiness integrator (a distinguished party with a
coordinating role establishes a VO by searching for busipastners and negotiating
with them;pseudo-hierarchical approach), or are they founded ongeer-to-peer basis?
The complexity increases further if one consid@sted virtual organizations, i.e. VO's
where business partners founding the enterprise mightstiees be virtual, too. In fact
a huge variety of different approaches seem plausible,rifmless these aspects are
out of the scope of this paper — for the sake of applying a edjmut system we can
safely assume that parties (i.e., customers and virtuahizgtions on the one hand and
business partners that form a VO on the other hand) "somehwét by means of the
marketplace.

2.2 Operation Phase

During the operation phase the product or service is pratlbgethe members of the
virtual organization. The expected exchanges taking pla¢Be operation phase can
be conveniently visualized by the value decomposition methodology [7, 8]: Briefly
summarizing the most important elements for our topic, we digtinguish between
actors, value objects, value ports, value interfaces andvalue exchanges. Actors are the
business partners forming the virtual organization; theyexchanging value objects
(e.g. products, services or money) in processes calle@ wdohanges. For receiving
or sending value objects every actor has a certain amourdloé\ports; the set of all
value ports of an actors is called value interface.

However, for the purpose of our paper a small enhancemehpreite helpful: the
set of actors forming a virtual organization will be encld$sy a dashed circle. As in
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business processes single points of entry are the normirtbahorganization itself gets
its own value interface; the value ports act as an abstrattiting the encapsulated
actors inside the enterprise. The concepts just explairedisualized in Figure 1.

2.3 Liquidation Phase

At the end of the operation phase the final good is deliveratidacustomer, thereby
fulfilling the contract between customer and VO. As a reddtvirtual organization is
liquidated.

Again we have to note that the assumption of a possible clstinction between the
phases simplifies reality: Up to now it still seems to be utaéerwhen exactly virtual
organizations are liquidated: Does this happen when thd godelivered or when all
possible liabilities are sorted out? At first glance one rhigink that only legal entities
(and not the virtual organization as a whole) should be helldd — however customers
probably don’t want to be confronted with the internals o thrtual organization (in
fact the business partners might have an incentive to higie iblationships, too). Put
in other words, at least for the customer the VO still existshas to be recoverable) for
liability and support issues. (This leads to problems as smosome of the companies
originally forming the VO do not exists anymore.)

3 Applying Reputation Systems to VO Marketplaces

The goal of this chapter is to discuss how trust can be indaceohg partners in the
context of virtual organizations by means of a reputatiosten. We start by briefly
summarizing the development of reputation systems in coenmcience. Afterwards
we show what needs to be done in order to apply a reputatiagaryis a VO market-
place (with focus on the lifecycle processes described ati@e2). Finally we present
a reputation system that uses cryptographic techniquesédtime privacy requirements
of a VO scenario.

3.1 Reputation Systems in Computer Science

Reputation systems [9] collect, aggregate and distritegdifack about an entity’s for-
mer transactions. Feedback is usualtylected at the end of each transaction. The au-
thority responsible for reputation management asks thicfants to submit a rating.
Aggregation of feedback means that the available information about gitysnrans-
actions is evaluated and condensed into a few values tluat aers to easily make
a decision. Feedback finally distributed to the participants, i.e. it has to be made
available to everyone who wants to use it for making decsmmwhom to trust.

Applications of reputation systems range from electrorackatplaces, peer-to-peer
networks, virtual and agent societies to more exotic atikastearable communities.
eBay’s feedback system [10] is a famous example of a worleépgtation system. It is
often stated that the feedback system plays a crucial rofeinsuccess story (empirical
experiments [11] have shown that a seller’s reputationdhgegnificantly increases the
buyer’s willingness to pay auction price premiums).
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Although the variety of existing reputation systems in caoiep science is huge,
they are all based on the three principles explained abogeeker, many variations
are possible: Feedback can for example be collected, aagigand distributed in a
centralized (i.e., a single server is responsible for rgport management) or distributed
fashion. The later is often the case in peer-to-peer nesvdnkhis context distribution
usually takes place by "gossipping”. Furthermore, manyat@ns of feedback aggre-
gation are discussed nowadays (e.g., how should diffeednés be aggregated, to what
extend do old feedback values play a role etc.). Schloss#r Et2] give an overview
of different aggregation algorithms.

[13] discusses the role of privacy in reputation systemguraion information can
contain sensitive private data that allows detailed prafilieBay’s feedback report for
instance, contains not only the received ratings but ahs lio the auction details. Thus
it is visible to everybody what you have bought or sold. Thatert of a rating (e.qg.
information about the traded goods or used services) angahsaction partner should
not be disclosed in every situation. Especially in a VO sderthe business partners
of a company can represent a valuable secret for competidditionally, an entity
should have control over its own reputation information tement profiling.

3.2 Reputation Systems in the Context of Virtual Organizatbns

This subsection discusses how the processes explaineé dbwe to be changed in
order to support reputation management. The adaptatidmeoV© lifecycle turns out
to be very straightforward: The participating parties hewvmake a trust decision in the
foundation phase. Reputation information will supporsttiecision. Reputation only
plays a minor role in the operation phase, and the liquidatizase is enhanced by the
process of giving mutual feedback. We will now briefly disstisose adaptations.

We will now relate the two concepts of trust a reputation kggnating them into
what we call thetrust decision: Imagine two marketplace participantsand B (e.g.

a customer and a business integrator or two business partiteat don’'t know each
other, have the possibility to engage in a business traiosaict the foundation phase.
They have to decide whether they want to engage in a trangaatiall (participation
decision) and — if this is the case — how much monitoring wélrieeded during the
operation phase, how the conditions of the contract shoelldasigned etc. (cover de-
cision). As those decisions are based on trust, we refeeto ih their entirety as trust
decision. A rational agent will base this decision on th@iinfation he either already
has or can get (for reasonable cost). Reputation plays aorterg role here as it says
something about how the transaction partner has perform#uei past. This is espe-
cially true on a marketplace with a huge number of partidiparecause the propability
to meet the same partner again is low. Without own expergooe has to rely on
judgements made by others.

Theoperation phase is not only characterized by the production processes,|bot a
by continuous monitoring of the involved business partn&lhough reputation does
not directly support the monitoring process, it gives valaanformation on how much
monitoring might be needed (i.e., partners with very gogalitation values might not
need to be monitored to the same degree as new marketplaaspaarts) and gives
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strong incentives for all parties to behave honestly (beeaf the above-mentioned
shadow of the future).

Finally, the parties involved in a virtual organizatiore(ithe end-customer and all
participating business entities) will be asked to give feaxk about the other entities’
behavior in thdiquidation phase. This feedback will be aggregated and distributed,
thereby helping other parties in the foundation phase.

3.3 Credential-Based Reputation System

This subsection presents our proposal for a reputatioresy#tat fulfills the privacy
requirements mentioned above. We first talk about the garismlved in that system.
Afterwards we discuss who has the right to rate whom. Oblyoasly parties that
somehow interact with each other should have the right te fgigdback about the other
party’s behavior. Finally, we show how the rating processraputation distribution can
be implemented in a secure and privacy-preserving way.

Involved Parties The reputation system we envision consists of three diftefygpes
of involved parties:

— End-Customers and Business PartnersThose are the entities that actually have
a reputation. In the following we will assume that the busgpartners forming
the VO are represented by a single VO administrator (in tHevitng abbreviated
by VOA). This is automatically the case in VO's that have aibeiss builder (the
business buildaisthe VOA). Peer-to-peer style VO's, however, are not negédgsa
represented by a single VOA — for ease of notation (and withmitation of gen-
erality) we consider them to internally sort out issues grehk with a single voice
in the protocol below.

— Marketplace Controllers (MPC): As already discussed in 2, we assume inter-
actions between end-customers and possible VO's on the ame dnd business
partners possibly forming a VO on the other hand to take pla@marketplace
environment. The MPC is the authority running this markatpl We don't expect
a single universal marketplace to evolve — rather multiptekatplaces will pre-
sumably exist simultaneously.

— Reputation Authorities (RA): Running the reputation system is not necessarily
done by the MPC — rather an RA may offer this service to sevaemketplaces.
However more than one RA might be established, too, so thasferability of
reputation from one RA to another becomes a crucial issue.

Rating Permissions Reputation values represent aggregated feedback, iyectime

sist of a bunch of feedbacks given by the agents a party otegtawith in the past. A
company participating in VO’s can get feedback from othanpanies he forms VO'’s
with (giving information about whether he behaved honestlhe VO) and from end-
customers (informing whether the VO as a whole deliveredroa &ind with reasonable

quality).
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We propose to use the& value decomposition methodology as explained in Section
2 for determining who has the right to rate whom. Obviouslly garties that interacted
with each other in some way should have the right to do so. Aliagly, every value
object deliverance arrow implies a backward rating permisarrow. There are two
exceptions to this rule: First, we do not deal with the questvhether end-customers
should receive feedback or not, since our focus are VOs. @tensl exception is caused
by the VO value interface: If more than one VO company is lthke this interface
(peer-to-peer style VO), the feedback of the end-custoimeuld affect all companies
connected to the interface. However, this would imply thase customers have greater
influence on reputation which doesn’'t seem to make sense —ropoge that in this
case the feedback is normalized (i.e.pitompanies are connected to the interface,
each individual feedback gets a Weight}lof— note that all individual feedbacks are the
same, though, as end-customers just rate the VO as a wholenimdividual parties
forming the VO). However, how the collected reputation mfiation is interpreted by
an entity is out of scope of this paper.

Implementation To ensure that the identity of a rater cannot be linked todtiag we
use the following cryptographic building blocks:

Anonymous credentials [14] allow an authority to issue rights to a user in such a
way that the receiver can prove possession of a credenth&y authorities without
making the issuing and multiple demonstrations of an anaugtredential linkable
to each other. Showing such an credential preserves theymauityrof its owner. One-
time or one-show credentials can be used exactly dBléed signatures schemes [15]
allow to sign a document without revealing it's contentshe signer. For illustration
one can imagine to put a document with a piece of carbon copgrpato an envelope
(blinding). The signer signs the envelope on the outside. ditvelope is removed by
the receiver of the signature afterwards (unblinding pdoce). Result is a signature on
a document the signer has not seen before. A partially bigrthsure allows the signing
entity to encode some fixed data into the signature thatlisgilable after unblinding.
This can be used to encode some additional attributes iatsi¢fmature. For simplicity
reasons we do not give any further technical details here.

We start our following description with the rating protoc¢bht is executed in the
liquidation phase: The single steps of this protocol arddhewing (see also figure 2):

1. The administrator of the VO registers with the marketpleantroller (MPC). De-
tails about the participants and their relationships,(itee structure of the VO) are
communicated. Note that this has to take place anyway (filge ivould not use
a reputation system) as private marketplaces will probtdig transaction fees or
something similar. Furthermore the structure of the VO bdetknown for liability
and tax reasons.

2. (Inthe following we assume thdtgets feedback fron®, i.e. A is target of a rating
andB acts as a raterp requests a credential from the MPC that contains the right
to submit a rating ford. The MPC checks if there is an according relationship in
the registered VO and issues a credential and a signed ¢atijexct that contains
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Fig. 2. VO Entity Rating Process

some details about the context of this relationship (e.g.tyipe of service and
values concerned))

3. A and B interact with each other and with other members of the Mirtugani-
zation. Monitoring is used both to assure the other partdeliger in time and to
collect information as a basis for a later rating.

4. B wants to submit a rating foA. Therefore, it contacts the reputation authority
(RA) via an anonymous channel and proves the possession Edantial that
allows to rateA.

5. B blinds the rating and the context object and transfers mthet RA.

6. The RA uses a partially blind signature function to sigantthinded information. In
the non-blinded part the identity of the rating’s targed.(d) is encoded. To ensure
integrity and non-repudiation of’s ratings RA incrementsi’s total of received
ratings. RA returns the signed data/to

7. B verifies the signature and unblinds the contained infoionati

8. Finally, the signed rating is returnedo (If B wants to hide its identity it uses an
anonymous channel.) The signed rating consists of the xiooitgect and the rating
value, but it contains no information about the raerAdditionally, MPC and RA
are not able to link this information tB.

Now that we know how parties receive feedback, we can expiaim an entityA
shows its reputation to an entify in the foundation phased does so by disclosing the
list of collected ratings. As we know from above this list tains no information about
the raters of4 (this is important in order to preserve privacg).checks the signatures
of the single ratings and assures integrity of this listiggabking RA for the number of

! To prevent that the MPC encodes some additional (side channel) iafiorrinto the context
object, that can be used to identify the rater, the allowed types and valaekl ¢fe well
specified.
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issued ratings. As an offline alternative RA can issue slaat certificates that contain
the number of ratings a ratee has received. If this numbeggebthan the number of
entries in the lisC may assume that tries to hide some (negative) ratings. However,
what happens iB cheatedA in step 8 by not forwarding a received signed rating2 If
recognizes such a case she can try to find out whose ratinggngiand then contact
B for clarification. If this is not possible because the systes®s anonymous channels
to hide raters, there should be no real incentiveBdio do so since there is no reason
to fear discrimination.

Transferring reputation between reputation systems i leasaused keeps all re-
ceived ratings with her. The only requirement is that thes®ueputation authority is
accepted to be trustfull.

Ismail et al. [16] propose a similar reputation system buhdbuse blinding tech-
nigues to prevent the reputation authority from learnirggdbntents of a single rating.
Additionally, the RA stores all submitted ratings and cesa certificate containing the
processed reputation information. This means that thetaga rating has no control
over its reputation information.

4 Conclusion

It's seems to be commonly agreed that the concept of virtigalrozations will play a
crucial role in the future, especially for small- and medisized firms. However, for
this to become reality some problems still have to be fixedagmissue seems to be
the lack of trust between partners engaging in VO-type lassies. In this paper we
proposed the use of reputation systems to alleviate tts$ problem. This seems to be
a reasonable approach as reputation systems have alreagyl @mffectiveness in many
application domains. Privacy is an aspect neglected by ragisying approaches. The
presented reputation system places special emphasis mateh's privacy and gives the
owner control over his reputation information. Nevertlsslehere is a need for further
refinements; for example how customer’s ratings are evadudh our approach the
structure of the VO must be known to the MPC. This allows theOMB gain much
valuable knowledge and therefore leads to another trubtlgmma Can business partners
completely trust in the honesty of the MPC? We will have tebtigate those problems
further.
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